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The SSL API

Introduction

SSL Plus Programmer’s Reference

This document describesthe SSL Plus ( v4.0) API. Itis split into three chapters.
Thefirst chapter containsalisting of al the SSL Plus API functions which can be
used to secure an application, and the API objects which can be used in those
functions. The second chapter contains the definitions for all the callback
functions. The third chapter contains the SSL Plus RAD ( Rapid Application
Development ) API functions. The SSL Plus RAD APl isasimple " wrapper "
interface that provides efficient implementations of all the callbacks required by
SSL Plus. It aso simplifies the process of creating aglobal context.



SSL Plus Global Context Functions The SSL API

SSL Plus Global Context Functions

This section describes the functions which create and configure aglobal context. The
global context allows you to configure settings which apply to all the SSL
connections you make. The configuration functions allow you to do the following:

- Indicate whether your application is an SSL server or an SSL client, and which
version of the SSL protocol it supports.

- Set the cryptographic strength of a connection.

- Set the client authentication modes.

- Set the cipher suite list.

- Set the expiry period for SSL sessions.

- Set the behaviour of thess| _Read( )function.
- Generate an exportable RSA key pair.

- Create a certificate list and add a certificate to it.
- Set the certificate list in the global context.

- Destroy acertificate list.

- Add trusted root certificates to a certificate list.
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The SSL API SSL Plus Global Context Functions

ssl _Creat ed obal Cont ext ()

Description

Parameters

Return Values

SSL Plus Programmer’s Reference

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Created obal Cont ext (
const ssl _Cal |l backs* ssl Cal | backs,

ssl _G obal Cont ext ** gl obal Ct x

Creates aglobal context. A global context must be created and configured before a
connection context is created ( see ssl _Cr eat eConnecti onCont ext () ).

This function is mandatory; you must call it in your application.
Notes:

(1) The ssl Cal | backs parameter contains pointers to the application callbacks
which will perform memory allocation, de-allocation, memory copy, memory
compare, memory initialize, retrieve current time, generate a random seed, and yield/
surrender during length crypto operations.

All these callback functions, with the exception of the surrender callback, are
mandatory and must beinitialized inthe ssl Cal | backs structure.

(2) Once aglobal context is configured you must not change it while connections
exist that use this context. The only exception to thisisthe
ssl _Gener at eRSAEXport KeyPai r () function.

ssl Cal | backs
[ Input ] O/S callbacks.

gl obal Ct x
[ Output ] Pointer to the global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_SSL_NULL_CB
NULL calback was passed.
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Cl C_ERR_MEMORY
Error alocating memory.
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ssl _Destroyd obal Cont ext ()

extern Cl C_EXPORT cic_Err CI C_CALLCONV ssl _Destroyd obal Cont ext (
ssl _G obal Cont ext ** gl obal Ct x

Description Releases the memory held by the global context. This should be the last SSL Plus
function you call in your application.

This function is mandatory; you must call it in your application.
Notes:

(1) Theglobal context must not be destroyed until all the corresponding connection
contexts have been destroyed.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the global context.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Get d obal MenRef ()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get d obal MenRef (
const ssl_d obal Context* gl obal Ct x,
voi d** menRef

Description Returns the memory reference stored in the global context.

Parameters gl obal Ct x
[ Input ] Pointer to the global context.

nmenRef
[ Output ] Pointer to memory reference.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

6 SSL Plus Programmer’s Reference



The SSL API SSL Plus Global Context Functions

ssl _Get d obal cbDat a()

Cl C_EXPORT cic_Err CI C_CALLCONV ssl _Get d obal cbbDat a(
const ssl _d obal Context* gl obal Ct x,
voi d** cbDat a

Description Returnsthe callback data contained in the global context. This data can then be passed
to the TrustPoint C certificate parsing functions that take a cbDat a parameter.

Parameters connCt x
[ Input ] Pointer to the SSL connection context.

chDat a

[ Output ] On output points to the callback data contained in the global
context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Set PRNE)

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set PRNG
ssl _d obal Cont ext* gl obal Ct x,
const ssl _PRNGProvi der prng

Description Sets the Pseudo-Random Number Generator provider in the global context. This
function is mandatory.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

prng
[ Input ] A PRNG object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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ssl _Set Pki Pol i cy()

Description

Parameters

Return Values

SSL Plus Programmer’s Reference

Cl C_EXPORT cic_Err CI C_CALLCONV ssl _Set Pki Pol i cy(
ssl _G obal Cont ext* gl obal Ct x,
const ssl _PKlI Pol i cyQbject policy,

ssl _Protocol Versi on protocol Version

Overrides the default policy for the specified version of the SSL protocoal.

See the description of the policy objects on page 239 to find out which PKI policies
they each support.

See the description of the protocol objects on page 118 to find out which PKI policy
they each install by default.

Thisfunction is useful, for example, in overriding the default TL S1 policy object with
the WAP 2. 0 policy object for applications which support WAP 2. 0.

Notes:

(1) Thisfunction should be called after ssl _Set Pr ot ocol . Caling
ssl _Set Prot ocol after calling thisfunction will overwrite the installed policy
with the default policy.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

policy
[ Input ] Pointer to the policy object to install.

pr ot ocol Ver si on

[ Input ] Protocol version that will use the specified PKI policy. Must be one
of SSL_Protocol Version_SSLV2,

SSL_Pr ot ocol Versi on_SSLV3 or

SSL_Prot ocol Versi on_TLSV1.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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Cl C_ERR_| LLEGAL_PARAM
Protocol version not recognized.
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ssl _Creat eProtocol Policy()

Description

Parameters

Return Values

Cl C_EXPORT cic_Err CI C_CALLCONV ssl _CreateProtocol Policy(

ssl _G obal Cont ext* gl obal Ct x,
ssl _Protocol Versi on protocol Version,

ssl _Protocol Policy** policy

Creates and intializes a protocol policy object. You can use this object to change the

behavior of the SSL protocol given by pr ot ocol Ver si on.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pr ot ocol Ver si on

[ Input ] The protocol to be changed. Must be one of
SSL_Pr ot ocol Versi on_SSLV2,
SSL_Prot ocol Versi on_SSLV3 or
SSL_Prot ocol Version_TLSV1.

policy
[Input/Output] Pointer to the policy object.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_VER_| NVALI D
Invalid protocol version.

Cl C_ERR_MEMORY
Error alocating memory.
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ssl _Set Pr ot ocol Pol i cy()

Cl C_EXPORT cic_Err CI C_CALLCONV ssl _Set Prot ocol Poli cy(
ssl _d obal Cont ext* gl obal Ct x,

ssl _Protocol Policy** policy

Description Sets a protocol policy object in the global context.

You must initialize the policy object with ssl _Cr eat ePr ot ocol Pol i cy()
before calling this function.

After you call this function, the changes that you specified with
ssl _Set Prot ocol Pol i cyChal | engeLength(),

ssl _Set Pr ot ocol Pol i cyPoi nt Conpr essi on(),

ssl _Set Prot ocol Pol i cyRol | backFl ag() or

ssl _Set Prot ocol Pol i cyTLS1Ext ensi on() take effect.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

policy
[Input/Output] Pointer to the policy object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_SSL_PROTOCOL_NOT_I NSTALLED
Invalid protocol version.
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ssl _DestroyProt ocol Policy()

Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _DestroyProtocol Policy(
ssl _G obal Cont ext* gl obal Ct x,

ssl _Protocol Pol i cy** policy

Description Destroys a protocol policy object and frees all the memory allocated to it.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

policy
[Input/Output] Pointer to the policy object.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Set Prot ocol Pol i cyChal | engeLengt h()

Description

Parameters

Return Values

14

Cl C_EXPORT cic_Err CI C_CALLCONV ssl _Set Protocol PolicyChal | engeLengt h(
ssl _Protocol Pol i cy* policy,

cic_Ui nt16 chall engeLen

Sets the challenge length for the SSL 2 protocol.

Be warned that calling this function could reduce the number of serversthat you can
inter-operate with; if the server only accepts 16 bytes then an error occurs. However,
the higher the number, the higher the security; thisis one of the security holesthat was
fixedin SSL3 and TLS1.

This function overcomes the inconsistencies in the different specifications. The SSL2
specification says"The CHALLENGE-LENGTH must be greater than or equal to 16
and lessthan or equal to 32". The SSL3 and TL S1 specification says the SSL2
protocol challenge length "must be 32".

The problem is that some sites only allow a 16 byte challenge length for the SSL 2
protocol.

policy
[ Input/Output ] Pointer to the policy object

chal | engelLen

[Input] The new challenge length.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_VER_| NVALI D
Policy isnot SSL2.

Cl C_ERR_| LLEGAL_PARM
Challenge length not in valid range.
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ssl _Set Pr ot ocol Pol i cyPoi nt Conpr essi on()

Description

Parameters

Return Values

Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Protocol PolicyPoi nt Conpressi on(
ssl _G obal Cont ext* gl obal Ct x,
ssl _Protocol Pol i cy* policy,
ssl _ECCPoi nt Conpr essi onMode pcnode,
ssl _ECCConpr essi onGuessi ng pcguess

Sets the point compression mode (TLS1 protocol only).
Point compression behaviour is specified using two parameters: the default mode and
the guessing mode.

Regardless of the mode, SSL Plus interprets both compressed and uncompressed
points. If the guessing is turned off, SSL Plus always output points as specified by the
default mode.

If guessing is set, SSL Plustriesto guess whether or not the other side understands
compressed points. If guessing is possible, the output format is adjusted accordingly.

Otherwise, SSL Plusrolls back to the default mode.
The default value of pcnode is SSL_ECC_UNCOMPRESSED.
The default value of pcguess is TRUE.

gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.
policy

[Input/Output] Pointer to the policy object.

pcrnode
[Input] Specifies the default mode of point compression. Set to either
SSL_ECC_UNCOVPRESSED or SSL_ECC_COVPRESSED. The default
valueis SSL_ECC_UNCOWVPRESSED.

pcguess

[Input] Specifies whether or not SSL Plus should attempt to find out the
remote application’s support for compression. The default valueis TRUE.

Cl C_ERR_NONE
Success.

Cl C_ERR_SSL_PROTOCOL_VERSI ON_| NVALI D
A policy object set with a protocol other than TLS1 was passed in.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Set Pr ot ocol Pol i cyRol | backFl ag()

Description

Parameters

Return Values

16

Cl C_EXPORT cic_Err ClI C_CALLCONV ssl _Set Protocol PolicyRol | backFl ag(
ssl _Protocol Pol i cy* policy,

ci c_Bool rollbackFlag

Enables or disables the rollback flag (SSL3 only). It is enabled by default.
Notes:
(1) Currently it only makes sense to turn on the rollback flag for SSLV 3.

(2) On the server side, setting the rollback flag to TRUE turns off the check for the
protocol version encoded inthe CLIENT_KEY_EXCHANGE message. Thisallows
the server to communicate with a greater number of clients which may not follow the
standard and encode the protocol version contained in the client "hello" message.
Currently this only affects SSLV3. Thisisthe default behavior (no checking).

(3) On theclient side, if the rollback flag is set to TRUE, then the negotiated protocol
version is encoded in the CLIENT_KEY_EXCHANGE; otherwise the protocol
version sent in the client "hello" is encoded, which iswhat is specified in rfc 2246.
Currently this only affects SSLV 3. Thisisthe default behavior.

policy
[ Input/Output ] Pointer to the policy object.

rol | backFl ag
[Input] Specifies the status of the rollback flag. It is set to TRUE by default.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_SSL_PROTOCOL_VERSI ON_I NVALI D
A policy object set with a protocol other than SSL3 was passed in.
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ssl _Set Prot ocol Pol i cyTLS1EXt ensi on()

Description

Parameters

Return Values

Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set Prot ocol Pol i cyTLS1Ext ensi on(
ssl _G obal Cont ext* gl obal Ct x,
ssl _TLS1Ext ensi onFunc tl s1Ext Func,

ssl _Protocol Policy* policy

Be warned that calling this function could reduce the number of servers that you can
inter-operate with; if the server has not implemented forward compatibility properly
(which iswhere the maximum fragment length negotiation datawill be placed), then it
returns an error. Thisis especially true for servers that support only the SSL 2 protocol.

To understand what this gives you we have quoted the first paragraph in the Maximum
Fragment Length Negotiation section of the TLS extension INTERNET-DRAFT
document. For more details consult the specification.

"[TLS] specifies afixed maximum plaintext fragment length of 2*14bytes. It may be
desirable for constrained clients to negotiate a smaller maximum fragment length due
to memory limitations or bandwidth limitations."

Concerning forward compatibility, the TL S specification (rfc2246) states the
following in the client hello section. Thisisalso echoed in the SSL 3 specification, but
not the SSL.2 specification.

"Forward compatibility note:

In the interests of forward compatibility, it is permitted for a client hello message to
include extra data after the compression methods. This data must be included in the
handshake hashes, but must otherwise be ignored. Thisis the only handshake message
for which thisislegal; for all other messages, the amount of data in the message must
match the description of the message precisely."

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl _TLS1Ext ensi onFunc

[Input] Pointer to the function for decoding/encoding the
max_fragment_length extension.

policy
[Input/Output] Pointer to the policy object.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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Cl C_ERR_SSL_PROTOCOL_VERSI ON_I NVALI D
A policy object set with a protocol other than TLS1 was passed in.

Cl C_ERR_SSL_BAD_SI DE

The protocol side of this mode different from that selected with
ssl _Creat eProtocol Pol i cy() orancther function.

18 SSL Plus Programmer’s Reference



The SSL API SSL Plus Global Context Functions

ssl _Set Sessi onldentifierLength()

Description

Parameters

Return Values

Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set SessionldentifierlLength(
ssl _G obal Cont ext* gl obal Ct x,

const cic_Uintl6 sessionldentifierLength

Sets the maximum length for the session identifier on the server side when session
resumption is enabled.

Notes:

(1) The default session identifier length is 32 bytes for SSLV3 and TLSV 1 and 16
bytes for SSLV2.

(2) This function sets the default length of the session id generated by the server. This
function has no effect on the client side. The client will still accept the default values
for the session identifier.

(3) For TLSV1 and SSLV 3, the accepted lengths are 1-32 bytes. For SSLV2 the
accepted length is 16 bytes.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

sessionldentifierLength

[ Input ] Theidentifier length (in bytes).

Cl C_ERR_NONE
Success.

Cl C_ERR_LENGTH
The session ID length was not between 0 .. 32.

Cl C_ERR_NO_PTR
NULL pointer was passed.

SSL Plus Programmer’s Reference 19



SSL Plus Global Context Functions The SSL API

ssl _Set Prot ocol ()

Description

Parameters

Return Values

20

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set Protocol (
ssl _d obal Cont ext* gl obal Ct x,

const ssl_Protocol Side side

Indicates whether your application behaves as an SSL server or an SSL client and the
protocol versionsit supports.

This function is mandatory; you must call it in your application.
Thessl _Prot ocol Si de abjects begin on page 118.
Notes:

(1) If the protocol side differs from that previously set with a client authentication
mode object inthe function ssl _Set Cl i ent Aut hibdes() , an error is returned.

(2) If the protocal side differs from that previously set with aciphersuite object in the
function ssl _Set Ci pher Sui t es() , anerror isreturned.

(3) Once s&t, only the supported protocols can be changed. The protocol side ( server
or client ) cannot be changed. However, you must not change the supported protocols
once the connection contexts have been created or the results will be unpredictable.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.
si de

[ Input ] Specifies whether your application isaclient or server and which
SSL protocol versionsit supports.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.
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Cl C_ERR SSL_BAD_SI DE

The protocol side ( of thisprotocal ) is different from that selected with a
previous protocol, or with ssl _Set Ci pherSuite ( ) ,orwith
ssl _Set d i ent Aut hivbdes() .

Cl C_ERR_MEMORY
Error alocating memory.
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ssl _Set Crypt ographi cSt rengt h()

Description

22

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set Crypt ographi cStrengt h(
ssl _d obal Cont ext* gl obal Ct x,
const ssl_CryptoStrength strength

Allows you to set the cryptographic strength of an SSL connection. This function is
optional.

The possible settings are:

SSL_Crypt oSt rengt h_Al | Crypt o -Both exportable and non-exportable
cryptography

SSL_Crypt oStrengt h_StrongCrypt oOnl y -Non-exportable cryptography
SSL_CryptoStrengt h_Export Crypt oOnl y -Exportable cryptography

The strength of a connection is determined by the cipher suite chosen during the
negotiation. The restrictions applied by this function only take effect after the cipher
suites are set with ssl _Set Ci pher Sui tes() .

Strong cipher suites:

TLS RSA W TH_RC4_128 MD5
TLS_RSA W TH 3DES_EDE_CBC_SHA
TLS_RSA W TH_AES 128 CBC_SHA
TLS_RSA W TH_AES 256 CBC SHA
TLS_ECDH ECDSA W TH_RC4_ 128 SHA
Exportable cipher suites:

TLS _RSA W TH RC4_40_MD5
TLS_ECDH ECDSA NULL_SHA

The SSL_Crypt oSt rengt h_Al | Crypt o setting includesall of the cipher suites
listed above.

Notes:

(1) Caling this APl on a SSL context which has already completed a handshake will
have no effect unless the handshake is renegotiated.

(2) The cryptographic strength must not be changed while any connection context
created from this global context is being used in a handshake. Otherwise, the results
will be unpredictable.
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Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

strength
[ Input ] Cryptographic strength to support.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_| LLEGAL_PARAM
Value of the strengt h parameter is invalid.
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ssl _Set d i ent Aut hModes()

Description

Parameters

24

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl_Set Cli ent Aut hModes(
ssl _d obal Cont ext* gl obal Ct x,
const ssl_dient AuthMbde nodes [ ]

Sets the client authentication modes. This function is optional.

Usethisin aserver application to indicate that client authentication is required and to
set the preferred order of the authentication modes. Use thisin aclient application to

add support for client authentication and set the preferred order of the authentication

modes.

If client authentication is not required there is no need to call this function.
Note that the library always enforces server authentication.

Thessl _C i ent Aut hibde objects begin on page 137.

Notes:

(1) The order of the modes isimportant. Modes earlier in the list take priority over
later ones. The last element in the list must be NULL.

(2) Each of the mode abjects identifies the side of the protocol as either
CLI ENTSI DE or SERVERSI DE . All installed modes must have the same side.

(3) If the protocol side of the mode differs from that set previoudly with
ssl _Set Protocol () or ssl_Set C pherSuites() ,anerrorisreturned.

(4)If nrbodes [ 0 ] = = NULL (nomodestoinstall ) thisfunction does nothing
and returns Cl C_ ERR_NONE.

(5) The modes must not be changed while any connection context created from this
global context isbeing used in a handshake. Otherwise, the results will be
unpredictable.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

nodes

[ Input] A ( NULL-terminated ) array of pointersto client authentication
mode objects.
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Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR SSL_BAD_SI DE

The protocol side of this mode is different from that selected with a previous

mode, or with ssl _Set Prot ocol () , or with
ssl _Set Ci pherSuites() .
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ssl _Set G pher Sui tes()

Description

Parameters

26

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set Ci pher Suites(
ssl _d obal Cont ext* gl obal Ct x,

const ssl_Ci pherSuite ciphersuites [ ]

Addsalist of cipher suitesto the global context.

The library uses these suites as negotiation options during the handshake stage of an
SSL connection. When the handshake has finished ( without any errors), one of the
cipher suites will have been selected for the data transfer stage of the connection.

This function is mandatory; you must cal it in your application.
Thessl _Ci pher Sui t e objects begin on page 148.
Notes:

(1) Theorder of the suitesisimportant: suites earlier in the list take priority over later
ones. The last element in asuiteslist must be NULL. Client applications with fewer
suites will have a smaller code space than those with more suites.

(2) Each of the cipher suite objects identifies the side of the protocol as either
CLI ENTSI DE or SERVERSI DE . All installed cipher suites must have the same
protocol side.

( 3) If the protocol side of the ciphersuite differs from that set previously with
ssl _SetProtocol () or ssl _Setd i ent Aut hModes() , anerroris
returned.

(4) Ifthelistisempty ( ci phersuites [ 0 ] = = NULL ), thisfunction does
nothing and simply returns Cl C_ERR_NONE . If you attempt to set up a secure
connection without any installed cipher suites the handshake process will fail and
returntheerror Cl C_ERR_SSL__NEGOTI ATI ON.

(5) Theinstalled ciphersuites must not be changed while any connection context
created from the global context is being used in a handshake. Otherwise, the results
will be unpredictable.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ci phersuites

[ Input] A ( NULL-terminated ) array of pointersto ciphersuite objects.
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Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR SSL_BAD_SI DE

The protocol side of this cipher suiteis different from that selected with a
previous cipher suite, or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hMbdes() .
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ssl _Set Sessi onExpi ryTi me()

Description

Parameters

Return Values

28

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set Sessi onExpi ryTi me(
ssl _d obal Cont ext* gl obal Ct x,

const cic_Uint32 sessionExpiryTi me

Sets the expiry period for SSL sessions. This function is optional.

Notes:

(1) The default expiry period is 24 hours, set when the SSL global context is created.
(2) RFC 2246 recommends that the expiry period be no greater than 24 hours.

( 3) The expiry period must not be changed while any connection context created
from this global context is being used in a handshake. Otherwise, the results will be
unpredictable.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

sessi onExpi ryTi ne

[ Input ] Expiry period (in seconds).

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Set| OSemanti cs()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Setl| OSemanti cs(
ssl _G obal Cont ext* gl obal Ct x,

const ssl_| OSemantics ioStyle

Description Sets the behavior of thessl _Read() function. Thisfunction is optional.

Thessl _Read() function can return after the read request has either been partially
or completely fulfilled. To use partial 1/0, set i oSt yl e to

SSL_I CSemantics_Partial | O. Tousecompletel/O, set i oStyl e to
SSL_| Csenanti cs_Compl etel O.

Thedefault i oStyl e is SSL_| CSermant i cs_Conpl et el O ( set when the
context isinitialized withssl _Cr eat ed obal Cont ext () ).

Notes:
(1) Thel/O semanticsonly apply to ssl _Read() .

(2) Thedefault i ostyl e issetto SSL_| OSermant i cs_Conpl et el O when
the context isinitialized with ssl _Cr eat ed obal Cont ext () .

(3) Thel/O semantics must not be changed while any connection context is reading
data (with ssl _Read() ). Otherwise, resultswill be unpredictable.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ioStyle

[ Input ] Specifiesthe I/O semantics. Set to either
SSL_| CSemantics_Conpl etel O or
SSL_| CSenantics_PartiallO.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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Cl C_ERR_| LLEGAL_PARAM
Valueof the i oSt yl e parameter isinvalid.
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ssl _CreateCertList()

Description

Parameters

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl_CreateCertList(
ssl _G obal Cont ext* gl obal Ct x,
const cic_Uint32 prvKeyLength,
const cic_Uint8* prvKeyData,
const ssl _Encodi ng prvKeyEncodi ng,
const ssl _PrivKeyDecryptionSuite prvKeyDecrSuite,
const cic_Uint32 prvKeyPwdLengt h,
const cic_Uint8* prvKeyPwdDat a,
ssl _CertList** |ist

Creates an empty certificate list. You must call this function if you use
ssl _AddCertificate() .

If you supply the private key data, this function creates a certificate chain, otherwise it
buildsalist of trusted certificates.

Notes:
(1) For Base64/PEM private keys, the key data must be enclosed between
Mo BEGIN ENCRY PTED PRIVATE KEY-----" and

e BEGIN PRIVATE KEY-----" and

(2) If the pr vKeyDat a containsan RSA private key, the global context must have
been previously configured with at least one RSA ciphersuite ( see

ssl _Set Ci pher Sui t es() ) orthe RSA client authentication suite ( see

ssl _Set Cli ent Aut hMbdes() ).

(3) If the pr vKeyDat a containsan ECC private key, the global context must have
been previously configured with at least one ECC ciphersuite ( see

ssl _Set Ci pher Sui t es() ) or the ECC client authentication suite ( see

ssl _Set Cl i ent Aut hvbdes() ).

gl obal Ct x
[ Input ] Pointer to the SSL global context.

prvKeyLengt h
[ Input ] Size of the private key data.

SSL Plus Programmer’s Reference 31



SSL Plus Global Context Functions The SSL API

Return Values

32

pr vKeyDat a
[ Input ] The private key to be used with thislist. PassNULL if not
applicable.

pr vKeyEncodi ng
[ Input ] Specifies the encoding of the private key.

Thessl _Encodi ng objects begin on page 221.

prvKeyDecr Sui t e
[ Input ] Specifies the private key decryption used to decrypt the private key.
Thessl _Pri vKeyDecypti onSui t e objects begin on page 213.

pr vKeyPwdLengt h
[ Input ] Length of the private key password.

pr vKeyPwdDat a
[ Input ] Password for the private key. Pass NULL if not applicable.
Iist

[ Output ] Pointer to a new, empty certificateslist.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR | LLEGAL_PARAM

Bad input, for example prvKeyLengt h isequa to zero and
prvKeyDat a is not NULL.

Cl C_ERR_SSL_NEEDS_Cl PHER OR_CLI ENTAUTH

Before installing a private key, a ciphersuite or client authentication suite
using the same key exchange algorithm ( RSA vs ECC ) must beinstalled
first.
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Cl C_ERR SSL_NEEDS_PRNG

PRNG not set yet. A PRNG must beinstalled first by calling
ssl _Set PRNE) .
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ssl _AddCertificate()

Description

Parameters

34

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl_AddCertificate(
ssl_CertList* |ist,
const cic_Uint32 certLength,
const cic_U nt8* certData,
const ssl_Encodi ng certEncodi ng,
const ssl_CertFormat cert Fornmat,

const cic_AllocationType certAll ocationType

Adds one or more base64-encoded certificates to a certificate list.

You must call this function if you are creating alocal identity or atrusted certificate
list.

Notes:
(1) The I'i st mustfirst be created with ssl _CreateCertList() .

(2) Thisfunction can be called multiple times; once for each certificate to be added.
Alternatively, multiple base64/PEM or DER-encoded certificates may be concatenated
together and supplied asthe cert Dat a inasinglecall.

(3) For base64/PEM certificates, the certificate data must be enclosed between
Meeee- BEGIN CERTIFICATE-----" and

(4) Multiple base64/PEM certificates can be concatenated and any data which is not
enclosed between

"-----BEGIN CERTIFICATE-----" and

isignored. Thisincludes any leading or trailing data.

(5) Two certificate encodings are supported:

SSL_ENC_PEM-refers to base64 DER-encoded certificates with PEM headers.
SSL_ENC DER -refersto DER-encoded certificates.

l'ist
[ Input/Output ] List of certificatesto which to add the new certificate.

certlLength
[ Input ] Contains the length ( in bytes) of the certificate data.
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certData
[ Input ] Pointer to the certificate data.

cert Encodi ng
[ Input ] Certificate encoding.
Thessl _Encodi ng objects begin on page 221.

cert For mat

[ Input ] Certificate format.
Thessl| _Cert For mat objects begin on page 216.

certAll ocationType

[Input] If setto Cl C_ALLOCATI ON_PO NTER _COPY, the dataitsdlf
will not be copied. Instead, the function stores a pointer to the data. Your
application isthen responsible for keeping the pointer valid during the
lifetime of the certificate list ( which isthe lifetime of the global context ).

Thisfeatureisonly supported when cert Encodi ng issetto
SSL_ENC _DER. In other words, it supports raw/DER certificate data, but
not base64.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_BAD_LENGTH
certlLength isinvalid.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_DER_BAD_ENCODI NG
Certificate hasincorrect DER encoding.

Cl C_ERR_BASE64_BAD_ENCODI NG
Certificate hasincorrect base64 encoding.
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Cl C_ERR_BASE64_BAD_PEM
Certificate hasincorrect PEM encoding.
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ssl _DestroyPkcs120nj ect ()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _DestroyPkcs120bj ect (
ssl _G obal Cont ext* gl obal Ct x,
cic_Uint32 objectsLength,
ssl _Pkcs12Qbj ect* objects

Description Frees any memory associated with a Pkcs120bject array alocated by calling
ssl I nport Pkcs12PFX().

Parameters gl obal Ct x
[ Input ] Pointer to the global context.

obj ectsLength
[ Input ] Length of the objects array.

obj ects

[ Input/Output ] Pointer to an array of ssl_Pkcs120bjects.

Return Values Cl C_ERR_NONE
Success.
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ssl _AddPkcs12Pf x()

Description
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _AddPkcs12Pf x(
ssl_CertList* |ist,
const cic_Uint32 pfxlength,
const cic_U nt8* const pfxdata,
const cic_Ui nt32 pswdLengt h,
const cic_U nt8* const pswdDat a,

const ssl_P12EncryptionSuite suites [ ]

Parsesa PKCS #12 PFX and adds the certificates and private key to a certificate list.
The | i st must first be created with ssl _Creat eCert Li st () . Thelist can
represent alocal identity, or a set of trusted certificates.

Notes:

(1) Thisfunction assumes that the PFX contains at most a single private key. If more
than one private key isfound, theerror CIl C ERR_SSL_| NVALI D _PFX is
returned.

(2) Thisfunction assumes that the PFX uses the same password for data encryption,
private key decryption, and MAC verification.

(3) Thisfunction assumes that the integrity mode of the PFX is Password integrity. If
the integrity mode is Public-key integrity, then the error
Cl C_ERR_PKCS_NEED_TRUSTED is returned.

(4) Thisfunction assumes that the privacy mode of the PFX is Password privacy. If
the privacy mode is Public-Key privacy, then the error
Cl C_ERR_PKCS_NEED_PRV_KEY isreturned.

(5) If the pf xDat a containsan RSA private key, the global context must have been
previously configured with at least one RSA ciphersuite ( see

ssl _Set Ci pher Sui t es() ) orthe RSA client authentication suite ( see

ssl _Set d i ent Aut hivbdes() ).

(6) If the pf xDat a containsan ECC private key, the global context must have been
previoudy configured with at least one ECC ciphersuite ( see

ssl _Set Ci pher Sui t es() ) or the ECC client authentication suite ( see

ssl _Set d i ent Aut hivbdes() ).

(7) The sui t es parameter isused to identify the algorithms used for certificate and
private key encryption in the pf xDat a . Y Ou must identify each of the algorithms
used by the pf xDat a in order to parse and decrypt the PFX. To minimize code size,
only include the algorithms used by the PFX. If arequired algorithm is not present the
error CI C_ ERR PKCS12_ M SSI NG _ALG isreturned.
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Parameters list

[ Input/Output ] List of certificates to which to add the certificate (s) and/or

private key contained inthe PKCS #12 PFX.

pf xLengt h
[ Input ] Contains the length (in bytes) of the the PKCS #12 PFX data.

pf xDat a
[ Input ] Pointer to the PKCS #12 PFX data.

pswdLengt h
[ Input ] Contains the length (in bytes) of the password.

pswdDat a
[ Input ] Pointer to the password data.

sui tes

[ Input] A ( NULL-terminated ) array of pointersto PKCS #12 PFX suite
decryption objects.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_BAD_LENGTH
pf xLengt h or pswdLengt h isinvalid.

Cl C_ERR_DER_BAD_ENCODI NG
PFX hasincorrect DER encoding.

Cl C_ERR_PKCS_BAD_| NPUT
pf xDat a specifiesaninvalid PKCS #12 PFX.
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Cl C_ERR_PKCS_BAD VERSI ON
Bad version

Cl C_ERR_PKCS_AUTH_FAI LED
Authentication of the PKCS #12 PFX failed.

Cl C_ERR_PKCS_NEED_TRUSTED

The PFX isinvalid for this operation because the PFX isprotected using
Public-key integrity mode, requiring auser to provide the public key to parse
the PFX.

Cl C_ERR_PKCS_NEED _PRV_KEY

The PFX isinvalid for this operation because the PFX is protected using
Public-key privacy mode, requiring a user to provide the private key to parse
the PFX.

Cl C_ERR_SSL_I NVALI D_PFX

The PFX isinvalid for this operation, containing either no certificates and no
private key, or multiple private keys.

Cl C_ERR_PKCS12_M SSI NG ALG

The PFX uses algorithm ('s) which have not been supported through the
sui t es parameter.

Cl C_ERR_SSL_NEEDS_PRNG

PRNG not set yet. A PRNG must beinstalled first by calling
ssl _Set PRNE ) .
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ssl I nport Pkcs12PFX()

Description

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _I nmport Pkcs12PFX(
ssl _G obal Cont ext* gl obal Ct x,
const cic_Uint32 pfxLength,
const cic_Ui nt8* pfx,
const cic_Uint32 decrypt PswdLengt h,
const cic_Uint8* decryptPswd,
const ssl_P12EncryptionSuite suites [ ],
cic_Uint32* objectsLength,
ssl _Pkcs12Obj ect* objects

Parsesa PKCS #12 PFX, returning all certificates and any private keysin an array.

(3) Thisfunction assumes that the PFX uses the same password for data encryption,
private key decryption, and MAC verification.

(4) Thisfunction assumes that the integrity mode of the PFX is Password integrity
mode. If the integrity mode is Public-key integrity mode, then the error
Cl C_ERR_PKCS_NEED TRUSTED isreturned.

(5) Thisfunction assumes that the privacy mode of the PFX is Password privacy
mode. If the privacy mode is Public-key privacy mode, then the error
Cl C_ERR_PKCS_NEED PRV_KEY isreturned.

(6) If the pf xDat a containsan RSA private key, the global context must have been
previously configured with at least one RSA ciphersuite ( see

ssl _Set Ci pher Sui t es() ) orthe RSA client authentication suite ( see

ssl _Set Cli ent Aut hvbdes() ).

(7) If the pf xDat a containsan ECC private key, the global context must have been
previously configured with at least one ECC ciphersuite ( see

ssl _Set Ci pher Sui t es() ) or the ECC client authentication suite ( see

ssl _Set Cli ent Aut hvbdes() ).

(7) If the pf xDat a containsan ECC private key, the global context must have been
previously configured with at least one ECC ciphersuite ( see

ssl _Set Ci pher Sui t es() ) or the ECC client authentication suite ( see

ssl _Set Cl i ent Aut hMbdes() ).

(8) The sui t es parameter isused to identify the algorithms used for Certificate
and Private key encryption in the pf xDat a . It is neccessary to identify each of the
algorithmsused by the pf xDat a inorder to parse and decrypt the PFX. To minimize
application code size, only include the algorithms used by the PFX. If arequired
algorithm is not present the error Cl C_ERR _PKCS12_M SSI NG_ALG isreturned.
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Parameters

Return Values
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gl obal Ct x
[ Input ] Pointer to the global context.

pf xLengt h
[ Input ] Length of the PFX buffer.

pf x
[ Input ] Pointer to the PFX to parse.

decrypt PswdLengt h
[ Input ] Length of the password to decrypt with.

decrypt Pswd
[ Input ] Pointer to the password to be used for data decryption.

suites

[ Input] A ( NULL-terminated ) array of pointersto PKCS #12 PFX suite
decryption objects.

obj ect sLength

[ Input/Output ] On input, this value defines the length of the objects array.
On output, thisvalue defines the number of objectsin the array.

obj ects

[ Output ] Pointer toanarray of ssl _Pkcs12Chj ects . (Any private
keysin the pfx will be returned in aBASE64/PEM encoded PKCS #8
structure. Any certificatesin the pfx structure will be returned asa BASE64/
PEM encoded certificate within the array of ss_Pkcs120bjects. A secret is
simply astring of octets.) If thisobjectsisnull, then objects length will
contain the required size of the objects array. Memory is allocated for the
different parameters within the structure. To free this memory call

ssl _DestroyPkcs12(hj ect () .

Cl C_ERR_NONE
Success.
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Cl C_ERR_NO _PTR

NULL pointer was passed.

Cl C_ERR_MEMORY

Error allocating memory.

Cl C_ERR_BAD_LENGTH

pf xLengt h or decrypt PswdLengt h isinvalid.

Cl C_ERR_DER_BAD_ENCODI NG

PFX hasincorrect DER encoding.

Cl C_ERR_PKCS_BAD_| NPUT

pf x specifiesaninvalid PKCS #12 PFX.

Cl C_ERR_PKCS_BAD VERSI ON

Bad version

Cl C_ERR_PKCS_AUTH_FAI LED

Authentication of the PKCS #12 PFX failed.

Cl C_ERR_PKCS_NEED_TRUSTED

The PFX isinvalid for this operation because the PFX is protected using
Public-key integrity mode, requiring a user provided public key to parse the
PFX.

Cl C_ERR_PKCS_NEED_PRV_KEY

The PFX isinvalid for this operation because the PFX is protected using
Public-key privacy mode, requiring a user provided private key to parse the
PFX.

Cl C_ERR PKCS12_M SSI NG ALG
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ssl _Export Pkcs12PFX()

Description

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Export Pkcs12PFX(
ssl _G obal Cont ext* gl obal Ct x,
const cic_Uint32 certificatelLength,
const cic_Uint8* certificate,
const ssl_CertFormat cert Format,
const cic_Uint8* friendl yNane,
const cic_Uint32 prvKeyLength,
const cic_Uint8* prvKey,
const ssl _Encodi ng encodi ng,
const ssl_PrivKeyDecryptionSuite prvKeyDecrSuite,
const cic_Uint32 prvKeyPwdLengt h,
const cic_Uint8* prvKeyPwdDat a,
const cic_Ui nt32 pswdLengt h,
const cic_Uint8* pswdDat a,
const cic_Uintl6 iterations,
const ssl _P12EncryptionSuite certificateAlg,
const ssl _P12EncryptionSuite keyAl g,
cic_Uint32* pfxLength,
cic_Uint8** pfxData

Exports a certificate and a private key into aPKCS 12 PFX.

Thisisahigh level function for exporting certificate and public key into a PFX. This
function assumes that the PFX uses the same password for data encryption, private
key decryption, and MAC verification.

Notes:
(1) Memory isalocated for the PFX buffer and should be freed by the caller.

(2) The PFX will use the same password for data encryption, private key decryption,
and MAC verification.

(3) Theresulting integrity mode of the PFX is Password integrity mode.

(4) Thisfunction assumes that the privacy mode of the PFX is Password privacy
mode.

(5) If the prvKey isan RSA private key, the global context must have been
previously configured with at least one RSA ciphersuite ( see

ssl _Set Ci pher Sui t es() ) orthe RSA client authentication suite ( see
ssl _Set Cli ent Aut hvbdes() ).

(6) If the prvKey isan ECC private key, the global context must have been
previously configured with at least one ECC ciphersuite ( see
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Parameters
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ssl _Set Ci pher Sui t es() ) or the ECC client authentication suite ( see
ssl _Set d i ent Aut hivbdes() ).

(7)The certificat eAl g parameter isused to identify the algorithm used for
Certificate encryption in the pf xDat a . It is neccessary to identify the algorithm in
order to encrypt the PFX. If arequired algorithm is not present the error

Cl C_ERR _PKCS12_M SSI NG ALG isreturned.

(8) The keyAl g parameter is used to identify the algorithm used for Private Key
encryption in the pf xDat a . It is neccessary to identify the algorithm in order to
encrypt the PFX. If arequired algorithm is not present the error

Cl C_ERR _PKCS12_M SSI NG ALG isreturned.

(9) For abase64/PEM certificate, the certificate data must be enclosed between "-----
BEGIN CERTIFICATE-----" and "-----END CERTIFICATE-----".

(10) Two certificate encodings are supported: SSL_ENCODI NG_PEM-refersto
base64 DER-encoded certificates with PEM headers. SSL__ENCODI NG_DER -refers
to DER-encoded certificates.

gl obal Ct x
[ Input ] Pointer to the global context.

certificateLength

[ Input ] Certificate length.

certificate
[ Input ] Pointer to the certificate data.

cert For mat
[ Input ] Specifiesthe certificate format. See ssl _Cert For mat .

friendl yNane
[ Input ] Pointer to the friendly name attribute.

prvKeyLengt h
[ Input ] Length of the private key to be exported.

prvKey
[ Input ] Pointer to a PEM encoded Private Key to be exported.
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encodi ng

[ Input ] Specifiesthe encoding of the private key and certificate

prvKeyDecr Sui te
[ Input ] Specifiesthe private key decryption used to decrypt the private key.

pr vKeyPwdLengt h
[ Input ] Length of the private key password.

pr vKeyPwdDat a
[ Input ] Password for the private key. Pass NULL if not applicable.

pswdLengt h
[ Input ] Length of the password.

pswdDat a
[ Input ] Pointer to the password for data encryption.

iterations

[ Input ] Number of iterations to use for key derivation

certificateA g

[ Input ] Encryption agorithm to use on the certificate.

keyAl g
[ Input ] Encryption algorithm to use on the private key.

pf xLengt h
[ Output ] Length of the resulting PFX.

pf xDat a

[ Output ] Pointer to the calculated PFX. Memory is allocated for this buffer.
(PFX isa BASE64 DER encoded object. )
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Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_PKCS12_M SSI NG ALG
An encryption algorithm was not specified.

Cl C_ERR | LLEGAL_PARAM

Bad input, for example certifi cat eLength iszero but
certificate isnot NULL.

Cl C_ERR_DER_BAD_ENCODI NG
PFX hasincorrect DER encoding.

Cl C_ERR_PKCS_BAD_| NPUT
pf x specifiesaninvalid PKCS #12 PFX.

Cl C_ERR_SSL_NEEDS_PRNG

PRNG not set yet. A PRNG must beinstalled first by calling
ssl _Set PRNE) .
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ssl _Gener at eRSAExport KeyPai r ()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Gener at eRSAExport KeyPai r (
ssl _G obal Cont ext* gl obal Ct x

Description Generates and adds an RSA export key pair to aglobal context.
Notes:

(1) Before calling this function to generate the RSA export keys, the ciphersuite
SSL_ALG _Cl PHER_RSA EXPORT_W TH_RC4_40_MD5_SERVERSI DE()
must be installed in the global context ( see ssl _Set Ci pher Sui tes() ).

(2) Only serversusing RSA export ciphersuites need an RSA export key pair.

(3) Thekey pair generated will be used in al new connections created from this
global context. This function will not change the RSA key pair of any existing
connection.

(4) Thisfunction is most useful in serversthat want to pre-generate the RSA export
key pair before creating a number of connections, so that each connection handshake

does not have to incur the cost of generating an RSA key pair.

(5) If aconnection context is created prior to calling thisfunction then it will not have

apre-generated RSA export key pair, and akey pair will be generated automatically
during the handshake.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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Cl C_ERR_SSL_BAD_SI DE
Protocol side must be server.

Cl C_ERR_SSL_NEEDS_Cl PHER OR_CLI ENTAUTH

The ciphersuite
SSL_ALG _Cl PHER_RSA EXPORT_W TH_RC4_40_MD5_SERVERSI D
E() must beingtaledinthe global context first.

Cl C_ERR_SSL_NEEDS_PRNG

PRNG not set yet. A PRNG must beinstalled first by calling
ssl _Set PRNE ) .
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ssl _Set Server DHPar ans()

Description

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set Ser ver DHPar ans(
ssl _G obal Cont ext* gl obal Ct x,
const cic_Uint32 pLength,
const cic_Uint8* pData,
const cic_Uint32 glLength,
const cic_Uint8* gData,

const cic_AllocationType allocationType

Sets the Diffie-Hellman parameters necessary to negotiate Diffie-Hellman key
exchanges.

Notes:
(1) Only server side applications need to call thisfunction.

( 2) Diffie-Hellman parameters can be set with this function or with
ssl _Set Ser ver DHPar ansFr onCer t , and are required to negotiate any of the
following cipher suites:

TLS_DHE_DSS_EXPORT_W TH_DES40_CBC_SHA
TLS_DHE_DSS W TH_DES_CBC_SHA
TLS_DHE_DSS W TH_3DES_EDE_CBC_SHA
TLS_DH_anon_EXPORT_W TH RC4_40_MD5
TLS_DH_anon_W TH RC4_128_MD5
TLS_DH_anon_EXPORT_W TH_DES40_CBC_SHA
TLS_DH_anon_W TH_DES_CBC_SHA
TLS_DH_anon_W TH_3DES_EDE_CBC _SHA
TLS_DHE_DSS_EXPORT1024 W TH_DES_CBC_SHA
TLS_DHE_DSS EXPORT1024 W TH_RCA_56_SHA
TLS DHE_DSS W TH RCA_128_ SHA

(3) For the following cipher suites, the SSL and TL S protocols specify that the length
of the prime ( pLengt h ) can be at most 512 bits ( 64 bytes).

TLS _DHE_DSS_EXPORT W TH_DES40_CBC_SHA
TLS_DH_anon_EXPORT W TH_RC4_40_ND5
TLS_DH_anon_EXPORT W TH_DES40_CBC_SHA

(4) For thefollowing cipher suites, the SSL and TL S protocols specify that the length
of theprime ( pLengt h ) can be at most 1024 bits ( 128 bytes).
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TLS_DHE_DSS_EXPORT1024_ W TH_DES_CBC_SHA
TLS_DHE_DSS_EXPORT1024_W TH_RC4_56_SHA

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pLengt h
[ Input] Size (inbytes) of prime pDat a .

pDat a

[ Input ] Prime.
gLength

[ Input ] Size (in bytes) of generator gDat a .
gDat a

[ Input ] Generator.

al | ocationType

[Input] If setto Cl C_ALLOCATI ON_PO NTER _COPRY, thedataitself
will not be copied. Instead, the function storesa pointer to the data. Your
application isthen responsible for keeping the pointer valid during the
lifetime of the global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.
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Cl C_ERR SSL_BAD_SI DE

The protocol side of this context is different than the side selected with
ssl _Set Ci pher Sui tes() ,orwith ssl _Set Prot ocol () ,orwith
ssl _Set d i ent Aut hibdes() .

Cl C_ERR_SSL_NEEDS_PRNG

PRNG not set yet. A PRNG must beinstalled first by calling
ssl _Set PRNE ) .
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ssl _Addl dentity()

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Addl dentity(
ssl _d obal Cont ext* gl obal Ct x,
ssl _CertList* |ist

Adds a certificate list as alocal identity to aglobal context. Server applications must
call thisfunction. Client applications only have to call thisfunction if the client
authentication modes have been set (see ssl _Set C i ent Aut hivbdes() ).

Notes:
(1) Theidentity must contain both a certificate and a private key.

(2) The private key will NOT be checked against the public key in the leaf certificate
to make sure they match.

(3) ssl _CertList objectsare reference counted objects. When you add the
object to aglobal context the reference count of the object isincreased. When you call
ssl _DestroyCertList() thereferencecountisdecremented, and if the
reference count becomes zero the memory for the object is released. So, after adding
the ssl _Cert Li st object to aglobal context you can safely call

ssl _DestroyCertList() andwhenthegloba contextis destroyed it will
automatically release the memory for the object.

(4) The certificates must have a specific ordering in the certificate list or client/server
authentication and certificate chain validation will not function correctly. The first
certificates in the list must be the entity certificate and the last certificate must be the
CA certificate.

(5) Theinstalled identities must not be changed while any connection context created
from this global context is being used in a handshake. Otherwise, the results will be
unpredictable.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Iist

[ Input/Output ] List of certificates to add.

Cl C_ERR_NONE
Success.
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Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_| NCOVPLETE_| DENTI TY

Certificate list does not contain both private key and certificate.

Cl C_ERR_SSL_UNSUPPORTED_PUBKEY_TYPE
The public key typein thefirst certificate is unsupported.
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ssl _AddTrustedCerts()

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _AddTrustedCerts(
ssl _d obal Cont ext* gl obal Ct x,
ssl _CertList* trusted

Addsacertificate list as aset of trusted certificatesto aglobal context. Thisfunctionis
optional.

Notes:

(1) ssl _CertList objectsare reference-counted objects. When you add the
object to aglobal context the reference count of the object is incremented. When you
cal ssl _DestroyCertList() thereferencecountisdecremented, and if the
reference count becomes zero the memory for the object is released. So, after adding
the ssl _Cert Li st object to aglobal context you can safely call

ssl _DestroyCertList() andwhentheglobal context is destroyed it
automatically releases the memory for the object.

(2)Ifthe trust ed parameterisNULL theerror CI C_ ERR _NO_PTR isreturned.

(3) Thetrusted certificates must not be changed while any connection context created
from this global context is being used in a handshake. Otherwise the results will be
unpredictable.

(4) If any one of the trusted certificates has expired, the trusted list is still installed in
the global context, and the return code
Cl C_ERR_SSL_WARN_TRUSTED_ EXPI RED s returned.

(5) It isyour responsibility to ensure that the trusted certificates meet the necessary
requirements for certificate verification. The validation date of the trusted certificates
is checked when the certificates are loaded. The validation date is not checked again
during certificate validation. The basic constraints for the trusted certificates are also
not checked during certificate vaidation or loading of the trusted certificates.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

trusted

[ Input/Output ] List of trusted certificates to add.

Cl C_ERR_NONE
Success.
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Cl C_ERR_NO_PTR
gl obal Ct x or trust ed parameter isNULL.

Cl C_ERR_SSL_WARN_TRUSTED EXPI RED

One or more of the trusted certificates has expired. Notethat if thiswarningis
returned the trusted list is still loaded into the global context. It is up to you to
reload the list after removing any expired certificates.

Cl C_ERR_| NTERNAL
An error occurred while extracting the certificate validity date.
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ssl _DestroyCertList()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl_DestroyCertList(
ssl _CertList** [|ist

Description Destroys alist of certificates. You must call this function if your application called
ssl _CreateCertList() .

Notes:

(1) If thecertificatelist contains a decrypted private key, the key buffer will be zeroed
before the list is destroyed.

Parameters list
[ Input/Output ] Certificatelist.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.
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SSL Plus Connection Context Functions

This section describes the functions which create and destroy a connection context.
You must create a connection context in order to establish an SSL connection with a
peer.
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ssl _Creat eConnecti onCont ext ()

Description
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Cl C_EXPORT cic_Err CI C_CALLCONV ssl _Creat eConnecti onCont ext (
ssl _d obal Cont ext* gl obal Ct x,
const cic_Ui ntl1l6 def ReadBufLen,
const cic_U ntl16 nmaxReadBufLen,
const cic_Uintl6 writeFragnentLen,
const cic_Buffer peerlD,
voi d* const ioRef,
voi d* const randonRef,
voi d* const cert Ref,
voi d* const al ert Ref,
voi d* const sessionRef,
voi d* const surrender Ref,
voi d* const | ogRef,
voi d* const menRef,

ssl _Connecti onCont ext** connCt x

Initializes a connection context.
This function is mandatory; you must call it in your application.
Notes:

(1) Thedefault session expiry timeis set to 24 hours. You can change the expiry time
by caling ssl _Set Sessi onExpiryTi me() .

(2) Thedefault I/O styleissetto SSL_| OSemant i cs_Conpl et el O. You can
changethe /O style by calling ssl _Set | OSenanti cs() .

(3) If thevalueof writ eFragnent Len iseither 512, 1024, 2048 or 4096, then
this value is used when negotiating a maximum record fragment length with the
server, as specified in www. ietf. org/inter net-drafts/draft-ietf-tls-extensions-03. txt . If
the server supports the extension max_fragment_length, then both client and server
limit records to one of these sizes ( 512, 1024, 2048 or 4096 bytes), so you must
ensure that maxReadBuf Len islarge enough to handle records of this size.
However, since most SSL implementations do not support the extensions listed above,
you can usethe maxReadBuf Len parameter to process larger records from the
server.

(4) You can fine-tune the memory management for each connection by setting the
menRef parameter. If you set this parameter to NULL, the library uses the reference
parameter setinssl _Cr eat ed obal Context ().

(5) You can use the reference parameters ( such as i oRef and r andonRef )to
pass information to the callback functions.
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Parameters gl obal Ct x
[ Input/Output ] Pointer to the global context.

def ReadBuf Len

[ Input ] Default size (in bytes) of the buffer used to read SSL records. The
context allocates a buffer of this size for reading SSL records. If
def ReadBuf Len iszero, adefault of 4K ( 4096 bytes) is used.

max ReadBuf Len

[ Input ] Maximum size (in bytes) of the buffer used to read SSL records.

This defines the largest supported size for an SSL record. |If the default
record buffer size specified by def ReadBuf Len istoo small to hold the
incoming record, the record buffer temporarily increasesto
nmax ReadBuf Len bytes so that the record can be processed. If the
incoming record exceeds maxReadBuf Len bytesthe error
Cl C_ERR_SSL_OVERFLOW isreturned.

The maximum size of an SSL 2. O record is 2 1° (32768 ) bytes. The
maximum size of an SSL 3.0 or TLS 1. Orecord is2 14 + 2048 (18432)
bytes.

If maxReadBuf Len iszero, adefault size of 21° (32768 ) bytesis used.

Desktop systems usually have sufficient memory to allocate a 18432 byte
read buffer. However embedded systems often have limited memory and
allocating this much memory may not be feasible. In this case you should
specify asmaller value for maxReadBuf Len .

writeFragnment Length

[ Input ] Sets the maximum size of the data records that are passed to

ssl _Wite() . Recordsthat are above the limit are fragmented. If

wri t eFragnent Lengt h isequal to zero, adefault write fragment length
of 4K (4096 bytes) is used.

peer| D

[ Input ] For client side applications, thisoptional parameter contains the
session key passedto ssl _Get Sessi onFunc ( ) . For server side
applications, this optional parameter containsthe session id to be used for
non-resumed sessions. For SSLV 2 connections the buffer must be at least 16
byteslong and the first 16 byteswill be used asthe sessionid. For SSLV 3
and TLSV1 connections the first 32 byteswill be used.

i oRef

[ Input ] Optional reference parameter for the 1/O callback functions.

r andonRef
[ Input ] Optional reference parameter for the random callback function.
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Return Values
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cert Ref
[ Input ] Optional reference parameter for the check cert chain callback
function.

al ert Ref

[ Input ] Optional reference parameter for the alert callback function.

sessi onRef

[ Input ] Optional reference parameter for the session callback functions.

surrender Ref

[ Input ] Optional reference parameter for the surrender callback function.

| ogRef
[ Input ] Optional reference parameter for the logging callback function.

nmenRef
[ Input ] Optional reference parameter for the memory callback functions. If
this parameter isNULL, then thereference parameter used by gl obal Ct x
will be used.

connCt x

[ Output ] Pointer to the SSL connection context.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_NEEDS_PRNG

PRNG not set yet. A PRNG must beinstalled first by calling
ssl _Set PRNE ) .
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ssl _DestroyConnecti onCont ext ()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _DestroyConnecti onCont ext (

ssl _Connecti onCont ext** connCt x

Description Destroys a connection context and frees all the resources held by the structure. The
context is zeroed before the memory is released.

This function is mandatory; you must call it in your application.
Note:

(1) Youshouldcall ssl _Cl ose() to closethe connection before calling this
function.

Parameters connCt x
[ Input/Output ] Pointer to the SSL connection context.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Get Connect i onMenRef ()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Connecti onMenRef (
const ssl_Connecti onContext* connCtx,

voi d** nmenRef

Description Returns a memory reference stored in the connection context.

Parameters connCt x
[ Input ] Pointer to the connection context.

nmenRef
[ Output ] Pointer to memory reference.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.
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ssl _Get Connecti oncbDat a()

Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Connecti oncbDat a(
const ssl _ConnectionContext* connCtx,
voi d** cbDat a

Description Returns the callback data contained in the connection context. This data can then be
passed to the TrustPoint C certificate parsing functions that takea cbDat a
parameter.

Parameters connCt x

[ Input ] Pointer to the SSL connection context.

chDat a

[ Output ] On output points to the callback data contained in the connection
context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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SSL Plus Data Exchange Functions

The functionsin this section perform the following tasks:
- Handshake with a peer application.

- Request arenogotiation of the handshake.

- Read data from an SSL connection.

- Write data to an SSL connection.

- Gets the number of bytes that are waiting to be read in the library’sinternal read
queue.

- Gets the number of bytes that are waiting to be sent in the library’s internal write
queue.

- Send al the remaining bytes in the internal write queue.

- Close an SSL connection.

66 SSL Plus Programmer’s Reference



The SSL API SSL Plus Data Exchange Functions

ssl _Handshake()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Handshake(
ssl _Connecti onCont ext* connCt x

Description Performs an SSL handshake with a peer.
Thisfunction is mandatory; you must call it in your application.

When the handshake has finished, you can usessl _Read() andssl _Wite() to
exchange data with the peer.

In the absence of any errors, ssl _Handshake() will not return until the
handshake has finished. Note that the handshake process will cause datato be
transferred across the connection using the I/O callbacks.

If you use non-blocking I/O then ssl _Handshake() could return

Cl C_ERR WOULD BLOCK. If thishappens, call ssl _Handshake() repeatedly
until it returns CI C_ERR_NONE or some other error code. Callsto all the SSL
callbacks could occur during the handshake. Error codes from these callbacks will be
passed back up to the caller.

You should also call this function to renegotiate a handshake with the peer, after
making arequest with ssl _Request Renegoti ati on().

Notes on renegotiation:

(1) If the peer refuses to renegotiate the handshake
Cl C_ ERR _SSL_RENEGOTI ATI ON_REFUSED isreturned. Thisis only awarning-
the connection context is still valid and can still be used to read and write data.

(2) The peer may ignore your renegotiation request and send application datainstead.
If thisoccurs Cl C_ ERR_SSL_READ REQUI RED isreturned. Thisindicates that
the renegotiation is still pending and there is application data which must be processed
first by calling ssl _Read() .Youcanasocal ssl _Wite() ,however we
recommend that you only call ssl _Read or ssl _Cl ose soasnot to confuse the
peer. When the renegotiation request is accepted by the peer, ss| _Read() returns
Cl C_ERR_SSL_HANDSHAKE REQUI REDto indicate that you must call

ssl _Handshake() to continue with the renegotiationor ssl _Cl ose() to close
the connection.

For more information on renegotiating a handshake, see
ssl _Request Renegoti ation().

Parameters connCt x
[ Input/Output ] Pointer to the SSL connection context.

SSL Plus Programmer’s Reference 67



SSL Plus Data Exchange Functions The SSL API

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_OVERFLOW
Handshake record caused read buffer to overflow.

Cl C_ERR_SSL_BAD_RECORD_LENGTH
Handshake record length exceeds maximum defined by SSL specification.

Cl C_ERR_WOULD_BLOCK
I/O isblocking.

Cl C_ERR_SSL_UNEXPECTED_MSG
Unexpected message.

Cl C_ERR_SSL_BAD_MAC
Verification of SSL Record Message Authentication Code failed.

Cl C_ERR_SSL_DECRYPT_FAI LED
SSL record decryption failed.

Cl C_ERR_SSL_UNKNOWN_RECORD
Unknown record type.

Cl C_ERR_SSL_NEGOTI ATI ON
SSL negotiation error.
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CIC ERR SSL_10

I/O error from callbacks.

Cl C_ERR_SSL_FATAL_ALERT

Fatal alert was received or sent.

Cl C_ERR_SSL_PROTOCOL

General protocol error. May be caused by incorrectly formatted messages.

Cl C_ERR_SSL_RESUMABLE_SESSI ON

Server istrying to resume a session with different session parameters.

Cl C_ERR_SSL_BAD_FI NI SHED MESSAGE

Finished message isincorrect.

Cl C_ERR_SSL_CONNECTI ON_CLOSED

Session was closed.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL

Session was closed gracefully.

Cl C_ERR_SSL_BAD_CONTEXT

The global context has not been configured with a protocol.

Cl C_ERR_SSL_HANDSHAKE ALREADY_ COMPLETED

Handshake is already completed.

Cl C_ERR_SSL_RENEGOTI ATI ON_REFUSED

A renegotiated handshake has been refused by the peer.

Cl C_ERR_SSL_READ REQUI RED
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ssl _Request Renegoti ati on()

Description

extern Cl C_EXPORT cic_Err CI C_CALLCONV ssl _Request Renegoti ati on(
ssl _Connecti onCont ext* connCt x

Requests a renegotiation of the handshake. This function is optional.

After calling this function, you must call ss| _Handshake() to carry out the
renegotiation. There is no guarantee that renegotiation will take place: the peer may
perform the renegotiation, refuse it by sending an alert ( TLS1 connections only ),
ignoreit, or send application data which must be processed first.

If the peer refuses the request, ssl _Handshake() returns
Cl C_ERR_SSL_RENEGOTI ATI ON_REFUSED. If the peer sends application data,
it returns Cl C_ERR_SSL_READ REQUI RED.

If the configuration of the context has changed since the initial handshake, the new
parameters are used in the renegotiation. New keys are generated regardless of
whether the context changed.

ssl _Cl ose() can be called to close the connection without renegotiating.

A problem could occur if blocking sockets are used and the peer ignores the
renegotiation request. When the client makes a renegotiation request ( by sending a
client _hel | o message) it will bein one of the following states:

-waiting for an alert
-waiting for a handshake message
-waiting for application data.

If the server ignores the handshake and sends no alert then the client could be placed in
a permanent blocking state while it waits for data from the server. If the server sends
application data or an alert then the client knows that its request was ignored and will
not be placed in a blocking state. However, if the server sends nothing, the client will
wait indefinitely for the next record. The only solution to thisis to use non-blocking
sockets.

Notes:

(1) Renegotiation cannot be requested unless a secure connection has already been
established. Thisisindicated by the error
Cl C_ERR_SSL_HANDSHAKE_REQUI RED.

( 2) Renegotiation cannot be requested for SSL 2 connections. Thisisindicated by the
error Cl C_ERR_SSL__NOT_SUPPCRTED .

(3) A renegatiation request cannot be made again until the renegotiation isis
completed or refused by the peer. Thisisindicated by the error
Cl C_ERR_SSL_RENEGOTI ATI ON_ALREADY REQUESTED. Since SSL3 does
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Parameters

Return Values
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not support the" No Renegotiation " alert, if the peer refuses your renegotiation
request you may never be able to make another one on this connection.

(4) We recommend that you do not request a renegotiation while there is datato be
serviced in the write queue, or unprocessed data in the read buffer ( or waiting in the
connection socket ).

(5) If the peer requests renegotiation, you will be notified through the error code
Cl C_ERR_SSL_HANDSHAKE REQUESTED. If you wish to proceed with the
renegotiation you must call ssl _Handshake() . To refuse the renegotiation call
either ssl _Read() or ssl _Wite() .Youcanalso closethe connection with
ssl _Close() .

(6) In server applications, arenegotiation request causes data to be transferred across
the connection usingthe write ( ) callback. In client connections, the request
does not cause data to be transferred.

(7) After the handshake has completed, all ephemeral key pairs (ie. RSA export key
pair ) are destroyed, to reduce the memory overhead of the connection context. If
renegotiation takes place these ephemeral keys will be regenerated.

connCt x

[ Input/Output ] Pointer to the SSL connection context.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_CONNECTI ON_CLOSED
Session was closed.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL
Session was closed gracefully.
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CIC ERR SSL_1 0O
I/O error from callback.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Renegotiation cannot proceed before handshake is completed.

Cl C_ERR_SSL_NOT_SUPPORTED
Renegotiation with SSL2 is not supported.

Cl C_ERR_SSL_RENEGOTI ATI ON_ALREADY_REQUESTED
Renegotiation has already been requested.
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ssl _Read()

Description

Parameters
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Read(
ssl _Connecti onCont ext* connCtx,
ci c_Ui nt32* |ength,
cic_U nt8* data

Reads data from a peer on an SSL connection. This function is mandatory; you must
call it in your application.

Notes:

(1) Data cannot be read unless a secure connection has been established. Thisis
indicated by theerror Cl C_ERR_SSL_ HANDSHAKE REQUI RED.

(2) Thedataisread usingthe r ead ( ) callback function. Any error codesthat are
returned from the callback function are passed back up to your application.

( 3) Inthe case of non-blocking 1/0, if the read ( ) calback function returns
Cl C_ ERR WOULD BLQOCK, the | engt h parameter will be set to the number of
bytes that were decrypted and placed in the output buffer.

(4) Inthe case of blocking /O, requests can be completely or partially fulfilled
depending upon the I/O method selected with ssl _Set | GSemanti cs() .

(5) If the peer sends more datathan is requested, the additional bytes are stored in a
read buffer. Youcancall ssl _Get ReadPendi ngSi ze() todetermine how many
bytes remain in this buffer. Subsequent callsto ssl _Read() will read bytesfrom
this buffer.

(6) If thisfunction is called immediately after receiving the error
Cl C_ERR _SSL_HANDSHAKE REQUESTED() from ssl _Handshake() ,
renegotiation will be refused by this side of the connection.

connCt x

[ Input/Output ] Pointer to the SSL connection context.

I ength
[ Input/Output ] On input, indicates the number of bytes to read ( must be
greater than zero ).
On output, contains the actual number of bytes read ( can be zero).
dat a

[ Output ] Pointer to data buffer.
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Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_| LLEGAL_PARAM
Lengt h parameter invalid.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_OVERFLOW
Handshake record caused read buffer to overflow.

Cl C_ERR_SSL_BAD_RECORD_LENGTH
Handshake record length exceeds maximum defined by SSL specification.

Cl C_ERR_WOULD_BLOCK
1/0 is blocking.

CIC ERR SSL_I O
I/O error from callbacks.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL
Session was closed gracefully.

Cl C_ERR_SSL_CONNECTI ON_CLOSED
Session was closed.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake is required.
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Cl C_ERR_SSL_RENEGOTI ATl ON_REFUSED

A renegotiated handshake has been refused by the peer. This isonly a
warning, and can only bereturned if ssl _Request Renegoti ati on()
was called. The connection is still valid.

Cl C_ERR_SSL_HANDSHAKE REQUESTED

A renegotiation has been requested by the peer. To proceed with
renegotiation call ssl _Handshake() .If youcal ssl_Read() ,
ssl_Wite(), or ssl _C ose() the renegotiation will be refused.
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ssl _Wite()

Description

Parameters

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl_Wite(
ssl _Connecti onCont ext* connCt x,
const cic_Uint8* data,
cic_Uint32* length

Writes datato a peer on an SSL connection. This function is mandatory; you must call
itinyour application.

Notes:

(1) Data can not be written unless a secure connection has been established. Thisis
indicated by theerror Cl C_ ERR_SSL_ HANDSHAKE REQUI RED.

(2) Thedataissentusingthe write ( ) calback function. Any error codes that
are returned from the callback function are passed back up to your application.

( 3) Inthe case of non-blocking 1/0,the write ( ) calback returns

Cl C_ ERR WOULD BLQOCK if it can only send some of the data. The remaining data
isstored in awrite queue. The | engt h parameter indicates how many bytesarein
this queue. You should only call thisfunction when thereis no datain the write queue.
To send the remaining data, either call ssl _Wite() again, or call

ssl _ServiceWiteQueue() .

Youcanalsocal ssl _Get WitePendi ngSi ze() todetermine how much data
iswaiting in the write queue.

(4) Notethat ssl _Cl ose() sendsall theremaining datain the write queue before
closing the connection.

(5) If thisfunction is called immediately after receiving the error
Cl C_ERR_SSL_HANDSHAKE _REQUESTED() from ssl _Handshake() ,it
indicates that renegotiation has been refused by this side of the connection.

connCt x

[ Input/Output ] Pointer to the SSL connection context.

dat a

[ Input ] Data to be written.

| engt h

[ Input/Output ] On input, the number of bytes to send ( must be greater than
Zero).
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On output, contains the number of bytesready for sending in the write queue
(can be zero). Inthe case of non-blocking 1/0, some datain the write queue

may not have been sent.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_| LLEGAL_PARAM
Lengt h parameter isinvalid.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_WOULD_BLOCK
I/O isblocking.

CIC ERR SSL_I O
I/O error from callbacks.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL
Session was closed gracefully.

Cl C_ERR_SSL_CONNECTI ON_CLOSED
Session was closed.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake is required.
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ssl _Get ReadPendi ngSi ze()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get ReadPendi ngSi ze(
const ssl _ConnectionContext* connCtx,

cic_Uint32* waitingBytes

Description Getsthe number of bytes that remain in the library’s internal read queue after acall to
ssl _Read() . Thisfunction is optional.

Parameters connCt x
[ Input ] Pointer to the SSL connection context.

wai ti ngByt es

[ Output ] Pointer to the number of bytes waiting to be read.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _GetWitePendi ngSi ze()

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl_GetWitePendi ngSi ze(
const ssl_Connecti onContext* connCtx,

cic_U nt32* waitingBytes

Gets the number of bytes waiting to be sent in the library’s internal write queue. This
function is optional.

You can use this function together withssl _Servi ceW it eQueue() to send the
datain the write queue. When all the bytes have been sent, this function sets
wai t i ngByt es to zero.

See ssl _Wite() and ssl_ServiceWiteQueue() for moreinformation
about the internal write queue.

connCt x

[ Input ] Pointer to the SSL connection context.

wai ti ngByt es

[ Output ] Pointer to the number of bytes waiting to be sent.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.
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ssl _ServiceWiteQueue()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _ServiceWiteQueue(

ssl _Connecti onCont ext* connCt x

Description Attemptsto send all the datain the write queue. This function is optional.

You should call thisfunctionif ssl _Wite() orssl _C ose() return

Cl C_ERR WOULD BLQOCK and you have no additional datato send. You should call
ssl _ServiceWiteQueue() repeatedly until it returns CI C_ ERR_NONE or a
fatal error.

If ssl _Handshake() or ssl _Read() return Cl C ERR WOULD BLOCK,
you should call them again, instead of using ssl _Servi ceWiteQueue() .

Youcancal ssl _Get Wit ePendi ngSi ze() tofind out how many bytes remain
to be sent in the internal write queue.

Parameters connCt x
[ Input/Output ] Pointer to the SSL connection context.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_WOULD_BLOCK
I/0O isblocking.

Cl C_ERR_MEMORY
Error allocating memory.

CIC ERR SSL_I O
I/O error from callbacks.
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ssl _C ose()

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _C ose(
ssl _Connecti onCont ext* connCt x

Closes the SSL session with the peer by sending a" close_notify " message. This
function is mandatory; you must call it close the session. If you do not close a session,
the library may not be able to resume it at alater time.

A " close notify " message indicates to the peer that it should not expect any further
communications. It should only be called when no errors have occurred on the
connection. If the peer closes the connection first, ssl _Read() returns

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL . You do not need to call
ssl _C ose inthiscase.

ssl _Cl ose() hasno effect on the underlying network connection; it must be
closed manually with its native API. If the network connection is closed without first
calling ssl _Cl ose() , the peer may treat this session as unreliable and refuse to
cache the information necessary to resume it.

connCt x

[ Input/Output ] Pointer to the SSL connection context.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_OVERFLOW
Handshake record caused read buffer to overflow.

Cl C_ERR_WOULD_BLOCK
Blocking error.
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Cl C_ERR_SSL_UNEXPECTED_MSG
Unexpected message.

Cl C_ERR_SSL_BAD _MAC
Verification of SSL record message failed.

Cl C_ERR_SSL_DECRYPT_FAI LED
SSL record decryption failed.

Cl C_ERR_SSL_UNKNOWN_RECORD
Unknown record type.

Cl C_ERR_SSL_NEGOTI ATI ON
SSL negotiation error.

CIC ERR SSL_I O
I/O error from callbacks.

Cl C_ERR_SSL_FATAL_ALERT
Fatal alert was received or sent.

Cl C_ERR_SSL_PROTOCOL
General protocol error. May be caused by incorrectly formatted messages.

Cl C_ERR_SSL_RESUMABLE_SESSI ON
Server tried to resume a session with incorrect session parameters.

Cl C_ERR_SSL_BAD_FI NI SHED_MESSAGE
Thefinished messageis incorrect.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL
Session was closed gracefully.
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Cl C_ERR_SSL_CONNECTI ON_CLOSED
Session was closed.
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SSL Plus Connection Status Functions

You can use the functions in this section to get the connection parameters that were
agreed upon during the handshake. Specifically, they perform the following tasks:

- Get the version of the SSL protocol that was agreed upon during the handshake.

- Get the version of the SSL protocol that is currently being negotiated in the
handshake.

- Get the ID of the cipher suite that was agreed upon during the handshake.
- Get the master secret that was agreed upon during the handshake.

- Extracts random data from a client_hello or server_hello message. This data can be
used to generate key material when using the EAP - TLS protocol.

- Check if a session was resumed.

- Frees the read and write buffers created by the connection context.
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ssl _Get Negot i at edPr ot ocol Ver si on()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Negoti at edPr ot ocol Ver si on(
const ssl_Connecti onContext* connCtx,

ssl _Protocol Version* version

Description Gets the version of the SSL protocol that was agreed upon during the handshake. Call
this function after the handshake has finished. This function is optional.

Parameters connCt x
[ Input ] Pointer to the connection context.

version

[ Output ] Version of the SSL protocol which has been agreed upon. See the
enumerated types on page 275.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake must be completed first.
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ssl _Get Cont ext Pr ot ocol Ver si on()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Cont ext Prot ocol Ver si on(
const ssl _ConnectionContext* connCtx,

ssl _Protocol Versi on* version

Description Getsthe version of the SSL protocol that is set in the connection context. Thisfunction

isoptional.

Notes:

(1) Unlike ssl _Get Negoti at edPr ot ocol Ver si on() , thisfunction may be

called during the handshake. However, this may not represent the version of the
protocol that was agreed upon. Thisisonly determined at the end of the handshake.
Thisfunction is useful in the certificate chain callback, where your application may
need to know which which protocol is being negotiated in order to carry out the
appropriate validation.

(2) If thisfunction is called before the handshake is started the version returned is
SSL_Pr ot ocol Versi on_Undet er mi ned .

Parameters connCt x
[ Input ] Pointer to the connection context.
ver si on
[ Output ] The version of the SSL protocol being negotiated for the
connection. See the enumerated type on page....
Return Values Cl C_ERR_NONE

Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Get Negot i at edC pher ()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Negoti at edC pher (
const ssl_Connecti onContext* connCtx,

cic_Uint16* ciphersuite

Description Getstheidentifier of the cipher suite that was agreed upon during the handshake. This
function is optional.

Parameters connCt x
[ Input ] Pointer to the SSL connection context.

ci phersuite

[ Output ] Identifier of the cipher suite. The identifiers are listed on page 275.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake must be completed first.
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ssl _Get Mast er Secret ()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Mast er Secret (
const ssl _ConnectionContext* connCtx,
cic_Uintl6 secretBuflLen,
cic_Ui nt8* secret,

cic_Uintl6* secretlLen

Gets the negotiated master secret for the connection context. This function is optional.

connCt x

[ Input ] Pointer to the SSL connection context.

secret Buf Len

[ Input ] Size of the master secret buffer.

secret

[ Output ] Buffer which contains the master secret.

secretlLen

[ Output ] Pointer to the number of bytes copied intothe secr et buffer.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR BAD_LENGTH

secr et Buf Len istoo small to hold the master secret. In this case
secr et Len returnsthe required size of the buffer.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake must be completed first.
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ssl _Get d i ent Randon()

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Cli ent Randon{
const ssl_Connecti onContext* connCtx,
cic_U nt16 randBuf Len,
ci c_Ui nt 8 randBuf,

cic_U nt16* randLen

Gets the random field which was encoded in the client_hello handshake message. This
function is intended for applications wishing to derive key material used in EAP-TLS
or similar protocols.

Notes:

(1) Thisfunctionisonly valid if the negotiated versionis TLS 1. O or greater.

connCt x

[ Input ] Pointer to the SSL connection context.

r andBuf Len

[ Input ] Size of the random buffer.

r andBuf
[ Output ] Buffer which contains the random.

randLen

[ Output ] Pointer to the number of bytes copied into the r andonBuf
buffer.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.
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Cl C_ERR BAD_LENGTH

r andonBuf Len istoo small to hold the random. In thiscase
randonlLen returnsthe required size of the buffer.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake must be completed first.

Cl C_ERR_SSL_BAD_PROTOCOL_VERSI ON
Protocol versionisnot TLS 1. O or greater
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ssl _Get Server Randon)

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Ser ver Randon{
const ssl_Connecti onContext* connCtx,
cic_U nt16 randBuf Len,
ci c_Ui nt 8 randBuf,

cic_U nt16* randLen

Gets the random field which was encoded in the server_hello handshake message.
This function isintended for applications wishing to derive key material used in EAP-
TLS or similar protocols.

Notes:

(1) Thisfunctionisonly valid if the negotiated versionis TLS 1. O or greater.

connCt x

[ Input ] Pointer to the SSL connection context.

r andBuf Len

[ Input ] Size of the random buffer.

r andBuf
[ Output ] Buffer which contains the random.

randLen

[ Output ] Pointer to the number of bytes copied into the r andonBuf
buffer.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.
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Cl C_ERR BAD_LENGTH

r andonBuf Len istoo small to hold the random. In thiscase
randonlLen returnsthe required size of the buffer.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake must be completed first.

Cl C_ERR_SSL_BAD_PROTOCOL_VERSI ON
Protocol versionisnot TLS 1. O or greater
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ssl _WAsSessi onResuned()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _WasSessi onResuned(
const ssl_Connecti onContext* connCtx,

ci c_Bool * resuned

Description Indicates if a session was resumed. This function is optional.

Parameters connCt x
[ Input ] Pointer to the SSL connection context.

r esuned

[ Output ] Pointer to aflag which indicates if the SSL session was resumed.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake must be completed first.
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ssl _Get Sessi onl )

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Sessi onl D(
const ssl _ConnectionContext* connCtx,
cic_Uintl6 sessionl DBuf Len,
ci c_Ui nt8* sessionl DBuf,

cic_Uintl6* sessionlDLen

Gets the session I D from the connection context.

Notes:

connCt x

[ Input ] Pointer to the SSL connection context.

sessi onl DBuf Len

[ Input ] Size of the sessionlD buffer.

sessi onl DBuf

[ Output ] Buffer which contains the sessionID.

sessi onl DLen

[ Output ] Pointer to the number of bytes copied intothe sessi onl DBuf
buffer.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR BAD_LENGTH

sessi onl DBuf Len istoo small to hold the sessionID. In this case
sessi onl DLen returnsthe required size of the buffer.

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
Handshake must be completed first.
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ssl _FreeRecordBuffers()

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _FreeRecor dBuffers(

ssl _Connecti onCont ext* connCt x

Frees the read and write record buffers being used by the connection context.

Notes:

(1) Thisfunction reduces the memory overhead of a connection which is still active
but currently not in use. Normally the read and write record buffers will be allocated
once during context creation and only freed when the context is destroyed. This
default behavior helps prevent fragmentation of the dynamic memory heap by
reducing the number of allocations.

(2) If the read record buffer contains some data the buffer will not be released. You
must read the data to empty the buffer.

( 3) If the write record buffer contains some data the buffer will not be released. You
must service the write queue to empty the buffer.

(4) If the buffers are freed, they will be automatically re-allocated the next time data
isread or written.

connCt x

[ Input/Output ] Pointer to the connection context.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_SSL_READ BUFFER_NOT_EMPTY
The read buffer is not empty. The write buffer was freed.
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Cl C_ERR_SSL_WRI TE_BUFFER_NOT_EMPTY
The write buffer is not empty. The read buffer was freed.

Cl C_ERR_SSL_BUFFERS_NOT_EMPTY
Both read and write buffers are not empty. Neither buffer was freed.
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SSL Plus Callback Set Functions

The functionsin this section perform the following tasks:
- Set the callback functions for reading and writing data on the network connection.

- Set the callback functions that the library uses to send alert messages to your
application.

- Set the callback functions which manage sessions in the session database.
- Set the callback function for checking a certificate chain.
- Set the callback function that the library uses to generate a random seed.

- Set the callback function that the library calls during lengthy cryptographic
operations.

- Set the callback function that |ogs status messages.
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ssl _Set | OFuncs()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set| OFuncs(
ssl _G obal Cont ext* gl obal Ct x,
const ssl _| OFunc readCh,

const ssl _| OFunc writeCb

Sets the callback functions that the library uses to read and write data from the
network connection.

Thisfunction is mandatory; you must setthe read ( ) and wite ( ) calback
functions in your application.

See ssl | OFunc () for adescription of the 1/0O callback functions.
Notes:
(1) The readCbh and wri t eCb arguments must be non-NULL.

(2) Thel/O functions must not be changed while any connection context created from
this global context exists. Otherwise, the results will be unpredictable.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

readCh
[ Input ] Read callback function.

witeCb
[ Input ] Write callback function.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_SSL_NULL_CB
NULL callback was passed.

SSL Plus Programmer’s Reference 99



SSL Plus Callback Set Functions The SSL API

ssl _Set Al ert Func()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl_Set Al ert Func(
ssl _d obal Cont ext* gl obal Ct x,

const ssl_AlertFunc alertCh

Description Sets the callback function that the library uses to send alert messages to your
application. This callback is optional.

Notes:
(1) The al ert Cb argument may be NULL.
(2)See ssl _AlertFunc ( ) foradescription of the alert callback function.

( 3) Thealert function must not be changed while any connection context created
from this global context exists. Otherwise the results will be unpredictable.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

alertCbh
[ Input ] Callback function.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL context pointer was passed.
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ssl _Set Sessi onFuncs()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set Sessi onFuncs(
ssl _G obal Cont ext* gl obal Ct x,
const ssl _AddSessi onFunc addCb,
const ssl _Get Sessi onFunc get Cb,

const ssl _Del et eSessi onFunc del Cb

Sets the callback functions that the library uses to update the session database. The
library stores enough information in the database to be able to resume a session.

These callbacks are optional ( seenote (1) ).
Notes:

(1) The addCb , get Cb, and del Cb arguments must be either all non-NULL or
all NULL values. If any one of the callbacksis not set, the library will not attempt to
resume sessions.

(2) The session functions must not be changed while any connection context created
from this global context exists. Otherwise the results will be unpredictable and
application crashes possible.

(3) See ssl _AddSessi onFunc ( ), ssl _Get SessionFunc ( ) ,and
ssl _Del et eSessi onFunc ( ) foradescription of the callback functions.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

addCh

[ Input] " Add session " callback function.
get Cb

[ Input] " Get session " callback function.
del Cb

[ Input] " Del session " callback function.
Cl C_ERR_NONE

Success.
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Cl C_ERR_NO PTR

NULL pointer was passed.

Cl C_ERR_SSL_NULL_CB

NULL callback was passed. All or none of the callbacks must be set.
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ssl _Set CheckCertificateChai nFunc()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set CheckCertificateChai nFunc(
ssl _G obal Cont ext* gl obal Ct x,

const ssl _CheckCertificateChai nFunc certCb

Description Sets the callback function that the library calls when it receives a certificate from the
client or server during the handshake. You can use the callback function to override
any validation errorsthat the library found when it examined the certificate. This
callback is optional.

See ssl _CheckCertificateChai nFunc ( ) foradescription of the
callback function.

Notes:

(1) If certCB isNULL, thisfunction disables any previous callback function that
may have been set.

(2) The callback function must not be changed while any connection context created
from this global context exists. Otherwise the results will be unpredictable.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

certCh
[ Input ] Callback function.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL context pointer was passed.
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ssl _Set LogFunc()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Set LogFunc(
ssl _d obal Cont ext* gl obal Ct x,

const ssl_LogFunc | ogCh

Description Sets the log callback for the SSL context. This callback is optional.
Notes:

(1) If you setthe | ogCb parameter to NULL, it disables any previous logging
callback that was set.

(2) See ssl _LogFunc for adescription of the callback function.

(3) Thelog function must not be changed while any connection context created from
this global context exists. Otherwise the results will be unpredictable.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

| ogCh
[ Input ] Logging callback function.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL context pointer was passed.
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SSL Plus Random Seed Function

The SSL Plus library uses your callback function to generate random seed data. It
usesthis seed in an internal PRNG to generate random data for your application. You
can use the function provided in this section to generate this seed, or, if you have the
appropriate hardware, you can generate the random data directly.
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ssl _Gener at eRandontseed()

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Gener at eRandonfeed(
const cic_Buffer* additional Seed,

cic_Buffer* randout

Generates random seed data using the library’s entropy collection code. The seed is
generated from run-time data on the OS.

Thelibrary usesthe seed generated by the random callback to seed its own PRNG. You
can usethisfunction ( ssl _Gener at eRandonteed() ) inthe callback, however
if your device has hardware capabl e of producing good quality random data you
should use that instead and ignore this function.

Notes:

(1) For added security, you can use the seed parameter to combine your own seed
with that generated by the function. This parameter is optional ( set to NULL to return
only the seed generated by the function ).

addi ti onal Seed
[ Input ] Pointer to additional seed to be combined with that generated by this
function.

r andout

[ Input/Output ] Pointer to a buffer which will contain the seed. On input, set
the | engt h field of this buffer to the number of bytes of random seed that
you need. On output, the | engt h field contains the number of seed bytes
generated.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_| LLEGAL_PARAM
Thevaueof the | engt h fieldinthe randout parameterisinvalid.
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Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_ENTROPY_COLLECTI ON

Unable to generate sufficient data for seed. The | engt h field may betoo
large.
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SSL Plus Certificate Functions

The functionsin this section perform the following tasks:
- Extract an RDN from a certificate object.
- Extract the raw certificate data from a certificate object.

- Decode an SSL record into printable data for the logging function.
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ssl _ExtractCertificateNaneltem)

extern Cl C_EXPORT cic_Err ClI C_CALLCONV ssl_ExtractCertificateNanelten
const ssl _ConnectionContext* connCtx,
const ssl_Cert* cert,
const ssl _Cert Nanel t em whi chNanel tem
const cic_Uintl6 instancel ndex,

cic_Buffer* result

Description Extracts a subject RDN from a certificate object. This function is optional.

Parameters connCt x
[ Input ] Pointer to the SSL connection context.

cert

[ Input ] Certificate object.

whi chNarel t em
[ Input ] Identifies which RDN to extract.

i nstancel ndex

[ Input ] Identifies which instance of the RDN identified by

whi chNanel t emto extract. There may be multipleinstances of this RDN,
but usually thereisonly one. Zeroindicatesthe 1st instance. one indicates
the 2nd instance, etc.

resul t

[ Input/Output ] Pointer to abuffer to returnthe RDN. Oninput, the | engt h
field must be set to the size of the buffer inthe dat a field.

On output, the | engt h field will be set to the number of bytes copied into
the dat a field.

SSL Plus Programmer’s Reference 109



SSL Plus Certificate Functions The SSL API

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_NOT_FOUND
The subject RDN does not exist.

Cl C_ERR BAD | NDEX

Theinstance of the RDN identified by the i nst ancel ndex parameter
does not exist.

Cl C_ERR | LLEGAL_PARAM

The vaue of the whi chNanel t em orthe i nst ancel ndex parameter
isinvalid.

Cl C_ERR_SMALL_BUFFER

Thevalueof the | engt h fieldin resul t istoo small to hold the RDN.
Onoutput, the | engt h field will be set to the size of buffer required for the
RDN.
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ssl _Extract RawCert Dat a()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Extract RawCert Dat a(
const ssl _ConnectionContext* connCtx,
const ssl_Cert* cert,

cic_Buffer* result

Description Extracts the raw certificate data from a certificate object. This function is optional.

Parameters connCt x
[ Input ] Pointer to the SSL connection context.

cert
[ Input ] Certificate object.

resul t
[ Input/Output ] Pointer to abuffer to return the raw certificate data. Oninput,
the | engt h field must be set to the size of the buffer inthe dat a field.
On output, the | engt h field will be set to the number of bytes copied into
the dat a field.

Return Values Cl C_ERR_NONE

Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_SMALL_BUFFER

The resul t buffer istoo small to hold the certificate data. On output, the
| engt h will be set to the size of buffer required for the certificate data.
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SSL Plus Miscellaneous Functions

The functionsin this section perform the following tasks:
- Return the version number of the SSL Plus library.
- Decode an SSL record into printable data for the logging function.

- Generates random data to be used in generating key material. Thisis useful if your
application usesthe EAP - TLS protocoal.

- Sendsan SSL 3 or TLS1 alert mesage.
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ssl _Get Version()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _Get Versi on(
cic_Uint16* | ength,

char* version

Returns the version number of the SSL Pluslibrary. The ver si on isreturned asa
NULL-terminated string in the following format:

maj or. mnor. patch

where

maj or = major release version ( humeric)
m nor = minor release version ( numeric)

pat ch = patch release version ( aphanumeric)

I engt h

[ Input/Output ] On input, set thisto the size of the version buffer. On output,
thisis set to the number of bytes copied into the version buffer, including the
NULL terminator byte. If the length istoo small an error isreturned and

| engt h isset to the size of buffer required.

ver si on

[ Output ] Buffer to return the library version string.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_SMALL_BUFFER
Version buffer istoo small.
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ssl _DecodeRecord()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _DecodeRecor d(
const ssl _Cal |l backs* ssl Cal | backs,
const ssl_CB LogSubType subType,
const cic_U nt32 datalen,
const cic_Ui nt8* data,
ci c_Ui nt 32* out buf Len,

ci c_Ui nt 8* out buf

Description Utility function to be used in conjunction with ssl _LogFunc to decode SSL
records into printable data.

Notes:
(1) out buf will beterminated with atrailing NULL character.
(2) out buf Len includesthetrailing NULL character.

Parameters ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

subType
[ Input] See ssl _CB LogSubType for details.

dat aLen

[ Input ] Length of data.

dat a
[ Input ] Dataof interest.

out buf Len

[ Input/Output ] On input, the size of the out buf buffer. On output, thesize
of thedatainthe out buf buffer.

out buf
[ Output ] Contents of data decoded into printable data.

114 SSL Plus Programmer’s Reference



The SSL API SSL Plus Miscellaneous Functions

ssl _TLSPRF()

Description

Parameters

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _TLSPRF(
const ssl _ConnectionContext* connCtx,
const cic_Uintl6 secretlLength,
const cic_Uint8* secretData,
const cic_Uint16 |abel Length,
const cic_Uint8* |abel Data,
const cic_Uintl1l6 randoniength,
const cic_Uint8* randonData,
const cic_Uintl1l6 outputlLength,
cic_Uint8* outputData

Exposes the TLS PRF function for usein deriving key material. Thisfunctionis
intended for applications wishing to derive key material used in EAP-TLS or similar
protocols.

Notes:

(1) Theoutput will be generated by computing: PRF ( secret, label, random )

connCt x

[ Input ] Pointer to the connection context.

secretLength

[ Input ] Length of secret data.

secret Dat a

[ Input ] Secret data. Can be NULL.

| abel Lengt h
[ Input ] Length of label data.

| abel Dat a
[ Input ] Label data. Must be non-NULL.

randomnlLengt h
[ Input ] Length of random data.
randonDat a

[ Input ] Random data. Must be non-NULL.

out put Lengt h

[ Input ] Indicates the length of output to generate. out put Dat a must be
large enough to hold the output.
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Return Values
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out put Dat a
[ Output ] Buffer for output.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_SSL_BAD_PROTOCOL_VERSI ON
Protocol versionisnot TLS 1. O or greater

Cl C_ERR_SSL_HANDSHAKE_REQUI RED
TL S Handshake must be completed first.
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ssl _SendAl ert ()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err Cl C_CALLCONV ssl _SendAl ert(
ssl _Connecti onCont ext* connCt x,
const ssl _AlertlLevel |evel,

const ssl _Al ert Code code

Sendsan SSL3 or TLS1 alert.

Notes:

connCt x

[ Input/Output ] Pointer to the connection context.

| evel

[ Input ] Level of aert ( Warning or Fatal ).

code

[ Input ] Alert code.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_SSL_BAD_PROTOCOL_VERSI ON
Protocol versionisnot SSL 3.0, TLS 1. O, or greater

Cl C_ERR_| LLEGAL_PARAM

Vaueof the | evel or code parameteris invalid.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL Plus API Protocol Objects

These functions are used with the SSL Plus API to provide support for specific
versions of the SSL protocol. You can set the protocol version you require for your
application with ssl _Set Pr ot ocol (). Youmust call ssl _Set Pr ot ocol (
)with at least one of these objects to create a usable configuration.
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SSL_PROTOCOL_SSLV2 SERVERSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV SSL_PROTOCOL_SSLV2_SERVERSI DE(
ssl _G obal Cont ext* gl obal Ct x,
const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,
ssl _Protocol Versi on* m nVersion,

ssl _Prot ocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the SSL version 2 Server
engine. Negotiates SSL version 2, server-side only.

Notes:

(1) Thisobjectinstallsthe SSL_PKI _PCLI CY_SSLV2 by default. The default
policy can be overridden by calling ssl _Set Pol i cy() . See
ssl _Set Pol i cy() formoreinformation.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicatesif the protocol sideis a server.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

max\Ver si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_PROTOCOL_SSLV2 CLI ENTSI DE

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err CI C_CALLCONV SSL_PROTOCOL_SSLV2_CLI ENTSI DE(
ssl _d obal Cont ext* gl obal Ct x,
const ssl _Call backs* ssl Cal | backs,
struct STM St ateTabl eRec** stateMachi ne,
ci c_Bool * isServer,
ssl _Prot ocol Versi on* mi nVersion,

ssl _Prot ocol Versi on* maxVersion );

ssl _Prot ocol Si de object which provides support for the SSL version 2 client
engine. Negotiates SSL version 2, client-side only.

Notes:

(1) Thisobjectinstallsthe SSL_PKI _POLI CY_SSLV2 by default. The default
policy can be overridden by calling ssl _Set Pol i cy . See ssl _Set Pol i cy()
for more information.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicatesif the protocol sideis a server.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

maxVer si on

[ Output ] Pointer to return maximum supported protocol version.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL_SSLV3_SERVERSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV SSL_PROTOCOL_SSLV3_SERVERSI DE(
ssl _G obal Cont ext* gl obal Ct x,
const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,
ssl _Protocol Versi on* m nVersion,

ssl _Prot ocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the SSL version 3 server
engine. Negotiates SSL version 3, server-side only.

Notes:

(1) Thisobjectinstallsthe SSL_PKI _PCLI CY_SSLV3 by default. The default
policy can be overridden by calling ssl _Set Pol i cy . See ssl _Set Pol i cy()
for more information.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideis aserver.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

maxVer si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL_SSLV3_CLI ENTSI DE

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_PROTOCOL_SSLV3_CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x,

const ssl _Call backs* ssl Cal | backs,
struct STM St ateTabl eRec** stateMachi ne,
ci c_Bool * isServer,

ssl _Prot ocol Versi on* mi nVersion,

ssl _Prot ocol Versi on* maxVersion );

Description ssl _Prot ocol Si de object which provides support for the SSL version 3 client

engine. Negotiates SSL version 3, client side only.

Notes:

(1) Thisobjectinstallsthe SSL_PKI _POLI CY_SSLV3 by default. The default
policy can be overridden by calling ssl _Set Pol i cy . See ssl _Set Pol i cy()

for more information.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne

[ Output ] Pointer to return allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideisaserver.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

maxVer si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL_TLSV1_ SERVERSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV SSL_PROTOCOL_TLSV1_SERVERSI DE(
ssl _G obal Cont ext* gl obal Ct x,
const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,
ssl _Protocol Versi on* m nVersion,

ssl _Prot ocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the TLS version 1 server
engine. Negotiates TLS version 1, server-side only.

Notes:

(1) Thisobjectinstallsthe SSL_PKI _PCLI CY_TLSV1 by default. The default
policy can be overridden by calling ssl _Set Pol i cy . See ssl _Set Pol i cy()
for more information.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to return allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideis aserver.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

maxVer si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL_TLSV1_CLI ENTSI DE

Description

Parameters

Return Values
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extern Cl C_EXPORT cic_Err CI C_CALLCONV SSL_PROTOCOL_TLSV1_CLI ENTSI DE(
ssl _d obal Cont ext* gl obal Ct x,
const ssl _Call backs* ssl Cal | backs,
struct STM St ateTabl eRec** stateMachi ne,
ci c_Bool * isServer,
ssl _Prot ocol Versi on* mi nVersion,

ssl _Prot ocol Versi on* maxVersion );

ssl _Protocol Si de object which provides support for the TLS version 1 client
engine. Negotiates TLS version 1, client-side only.

Notes:

(1) Thisobjectinstallsthe SSL_PKI _POLI CY_TLSV1 by default. The default
policy can be overridden by calling ssl _Set Pol i cy . See ssl _Set Pol i cy()
for more information.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideisaserver.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

maxVer si on

[ Output ] Pointer to return maximum supported protocol version.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL_SSLV3_SSLV2 SERVERSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_PROTOCOL_SSLV3_SSLV2_SERVERSI DE(

ssl _G obal Cont ext* gl obal Ct x,

const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,

ssl _Protocol Versi on* m nVersi on,

ssl _Protocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the SSL version 3 &
version 2 server engine. Negotiates SSL version 2 or SSL version 3, server-side only.

Notes:

(1) Thisobjectinstals SSL_PKI _POLI CY_SSLV3 and
SSL_PKI _PCOLI CY_SSLV2 asthe default PKI policiesfor SSL3 and SSL2
connections. To override these policies see ssl _Set Pol i cy .

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideis a server.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

max\Ver si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR _NONE
Success.
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Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL_SSLV3_SSLV2 CLI ENTSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_PROTOCOL_SSLV3_SSLV2_CLI ENTSI DE(

ssl _G obal Cont ext* gl obal Ct x,

const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,

ssl _Protocol Versi on* m nVersi on,

ssl _Protocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the SSL version 3 &
version 2 client engine. Negotiates SSL version 2 or SSL version 3, client-side only.

Notes:

(1) Thisobjectinstals SSL_PKI _POLI CY_SSLV3 and
SSL_PKI _PCOLI CY_SSLV2 asthe default PKI policiesfor SSL3 and SSL2
connections. To override these policies see ssl _Set Pol i cy .

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideis a server.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

max\Ver si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR _NONE
Success.
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Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL TLSV1 SSLV3_SSLV2 SERVERSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_PROTOCOL_TLSV1_SSLV3_SSLV2_SERVERSI DE(

ssl _G obal Cont ext* gl obal Ct x,

const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,

ssl _Protocol Versi on* m nVersi on,

ssl _Protocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the TLS version 1 or SSL
version 3 or SSL version 2 server engine. Negotiates SSL version 2 or SSL version 3
or TLSversion 1, server-side only.

Notes:

(1) Thisobjectinstalls SSL_PKI _POLI CY_TLSV1,

SSL_PKI _POLI CY_SSLV3 and SSL_PKI _POLI CY_SSLV2 asthe default PKI
policiesfor TLS1, SSL3 and SSL2 connections. To override these policies see

ssl _SetPolicy.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideis aserver.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

maxVer si on

[ Output ] Pointer to return maximum supported protocol version.
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Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY

Error alocating memory.
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SSL_PROTOCOL_TLSV1 SSLV3 SSLV2 CLI ENTSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_PROTOCOL_TLSV1_SSLV3_SSLV2_CLI ENTSI DE(

ssl _G obal Cont ext* gl obal Ct x,

const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,

ssl _Protocol Versi on* m nVersi on,

ssl _Protocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the TLS version 1 or SSL
version 3 or SSL version 2 client engine. Negotiates SSL version 2 or SSL version 3 or
TLSversion 1, client-side only.

Notes:

(1) Thisobjectinstalls SSL_PKI _POLI CY_TLSV1,

SSL_PKI _POLI CY_SSLV3 and SSL_PKI _POLI CY_SSLV2 asthe default PKI
policiesfor TLS1, SSL3 and SSL2 connections. To override these policies see

ssl _SetPolicy.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne

[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicatesif the protocol sideis a server.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

max\Ver si on

[ Output ] Pointer to return maximum supported protocol version.
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Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY

Error alocating memory.
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SSL_PROTOCOL_TLSV1 SSLV3_ SERVERSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_PROTOCOL_TLSV1_SSLV3_SERVERSI DE(

ssl _G obal Cont ext* gl obal Ct x,

const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,

ssl _Protocol Versi on* m nVersi on,

ssl _Protocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the TLS version 1 or SSL
version 3 server engine. Negotiates SSL version 3 or TLS version 1, server-side only.

Notes:

(1) Thisobjectinstals SSL_PKI _POLI CY_TLSV1 and
SSL_PKI _POLI CY_SSLV3 asthe default PKI policiesfor TLS1 and SSL3
connections. To override these policies see ssl _Set Pol i cy .

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideis aserver.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

maxVer si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR_NONE
Success.
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Cl C_ERR_MEMORY
Error allocating memory.
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SSL_PROTOCOL_ TLSV1 SSLV3 CLI ENTSI DE

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_PROTOCOL_TLSV1_SSLV3_CLI ENTSI DE(

ssl _G obal Cont ext* gl obal Ct x,

const ssl _Cal |l backs* ssl Cal | backs,
struct STM St at eTabl eRec** st at eMachi ne,
ci c_Bool * isServer,

ssl _Protocol Versi on* m nVersi on,

ssl _Protocol Versi on* maxVersion );

Description ssl _Protocol Si de object which provides support for the TLS version 1 or SSL
version 3 client engine. Negotiates SSL version 3 or TLS version 1, client-side only.

Notes:

(1) Thisobjectinstals SSL_PKI _POLI CY_TLSV1 and
SSL_PKI _POLI CY_SSLV3 asthe default PKI policiesfor TLS1 and SSL3
connections. To override these policies see ssl _Set Pol i cy .

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

ssl Cal | backs
[ Input ] Pointer to the OS callbacks.

st at eMachi ne
[ Output ] Pointer to return allocated and initialized state machine array.

i sServer

[ Output ] Pointer to flag which indicates if the protocol sideis a server.

m nVer si on

[ Output ] Pointer to return minimum supported protocol version.

max\Ver si on

[ Output ] Pointer to return maximum supported protocol version.

Return Values Cl C_ERR _NONE
Success.
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Cl C_ERR_MEMORY
Error allocating memory.
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SSL Plus API Authentication Mode Objects

These functions are used with the SSL Plus API to provide support for specific client
authentication modes. You can set the authentication modes for your application with
ssl _Set d i ent Aut hMbdes(). All of these modes are optional and must be
available on both the client and the server to enact client authentication.

Servers with client authentication always authenticate the client. Authentication
failures are handled by the ssl _CheckCerti fi cat eChai nFunc ( ) calback.

Clients with client authentication are only authenticated if the server requestsit.
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SSL_ALG CLI ENT_AUTH MODE_RSA S| GN SERVERSI DE

()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_RSA_SI GN_SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Cli ent Aut hMbde object which provides support for client authentication
using RSA signatures on server side.

Notes:

(1) Thisobject is aserver side object which must only be installed in applications
which implement the server side of the SSL protocal.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD_SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set Ci pher Suites() .
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SSL_ALG CLI ENT_AUTH MODE_RSA S| GN CLI ENTSI DE

()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_RSA_SI GN_CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

ssl _Cli ent Aut hMbde object which provides support for client authentication
using RSA signatures on client side.

Notes:

(1) This object isaclient side object which must only be installed in applications
which implement the client side of the SSL protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR SSL_BAD_SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl| _Set Pr ot ocol () , or with
ssl _Set Ci pherSuites() .
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SSL_ALG CLI ENT_AUTH MODE ECDSA S| GN _SECT163K
1_SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_ECDSA_SI GN_SECT163K1_SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Cd i ent Aut hMbde object which provides support for client authentication
using the ECDSA_sign method, with the curve sect163k1, on the server side of the
protocol.

Notes:

(1) Thisobject isa server side object which must only be installed in applications
which implement the server side of the SSL protocal.

(2) Inthe ECDSA_sign method, the client supplies a certificate containing an
ECDSA public key, and authenticates itself by signing the certificate verify message
with its ECDSA key pair.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD_SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl| _Set Pr ot ocol () , or with
ssl _Set Ci pher Suites() .
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SSL_ALG CLI ENT_AUTH MODE ECDSA S| GN SECT163K
1_CLI ENTSI DE()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_ECDSA_SI GN_SECT163K1_CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

ssl _Cli ent Aut hMbde object which provides support for client authentication
using the ECDSA_sign method, with the curve sect163k1, on the client side of the
protocol.

Notes:

(1) Thisobject isaclient side object which must only be installed in applications
which implement the client side of the SSL protocol.

(2) Inthe ECDSA_sign method, the client supplies a certificate containing an
ECDSA public key, and authenticates itself by signing the certificate verify message
with its ECDSA key pair.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR SSL_BAD_SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl| _Set Pr ot ocol () , or with
ssl _Set G pherSuites() .
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SSL_ALG CLI ENT_AUTH MODE_ECDSA FI XED ECDH SE
CT163K1_SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_ECDSA_FI XED ECDH SECT163K1_SERVER
SI DE(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _d i ent Aut hMbde object which provides support for client authentication
using the ECDSA_fixed ECDH, with the curve sect163k1, on the server side of the
protocol.

Notes:

(1) Thisobject isaserver side object which must only be installed in applications
which implement the server side of the SSL protocal.

(2) Inthe ECDSA_fixed ECDH method, the client supplies an ECDSA-signed
certificate containing an ECDH public key using the same parameters as the server’s
ECDH public key. The client authenticates itself by computing the master secret and
the finished message. This achieves authentication because these computations can
only be performed by a party possessing the private key corresponding to one of the
ECDH public keys exchanged.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set Ci pherSuites() .
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SSL_ALG CLI ENT_AUTH MODE_ECDSA FI XED ECDH SE
CT163K1_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_ECDSA_FI XED ECDH SECT163K1_CLI ENT
SI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _d i ent Aut hMode object which provides support for client authentication
using the ECDSA_fixed ECDH method, with the curve sect163k1, on the client side
of the protocaol.

Notes:

(1) Thisobject isaclient side object which must only be installed in applications
which implement the server side of the SSL protocaol.

(2) Inthe ECDSA_fixed ECDH method, the client supplies an ECDSA-signed
certificate containing an ECDH public key using the same parameters as the server’s
ECDH public key. The client authenticates itself by computing the master secret and
the finished message. This achieves authentication because these computations can
only be performed by a party possessing the private key corresponding to one of the
ECDH public keys exchanged.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set Ci pherSuites() .
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SSL_ALG CLI ENT_AUTH MODE_DSS SI GN CLI ENTSI DE
()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_DSS_SI GN_CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Cd i ent Aut hMbde object which provides support for client authentication
using DSS signatures on client side.

Notes: ( 1) Thisobject isaclient side object which must only be installed in
applications which implement the client side of the SSL protocol.

Parameters gl obal Ct x
[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD_SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set Ci pher Suites() .
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SSL_ALG CLI ENT_AUTH MODE_DSS S| GN SERVERSI DE

()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_DSS_SI GN_SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

ssl _Cli ent Aut hMbde object which provides support for client authentication
using DSS signatures on server side.

Notes: ( 1) Thisobject isaserver side object which must only beinstalled in
applications which implement the server side of the SSL protocol.

gl obal Ct x
[ Input/Output ] A pointer to the SSL Global Context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR SSL_BAD_SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Prot ocol () , or with
ssl _Set G pherSuites() .
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SSL_ALG CLI ENT_AUTH MODE_RSA SI GN CLI ENTSI DE

CS()

Description

Parameters

Return Values
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Cl C_EXPORT cic_Err C C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_RSA_SI GN_CLI ENTSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

ssl _Cli ent Aut hMbde object which provides support for client authentication
using RSA signatures on the client side. Use this object if you have the Cryptoswift
RSA hardware acced erator from Rainbow Technologies.

Notes: ( 1) Thisobject isaclient side object which must only be installed in
applications which implement the client side of the SSL protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL Global Context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD_SI DE

This protocol side of thismode is different from the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set Ci pher Suites() .
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SSL_ALG CLI ENT_AUTH MODE_RSA S| GN SERVERSI DE

CS()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG CLI ENT_AUTH_MODE_RSA_SI GN_SERVERSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

ssl _Cli ent Aut hMbde object which provides support for client authentication
using RSA signatures on the server side. Use this object if you have the Cryptoswift
RSA hardware accelerator from Rainbow Technologies.

Notes: (1) This object is a server side object which must only be installed in
applications which implement the server side of the SSL protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL Global Context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different from the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set Ci pherSuites() .
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SSL Plus API Ciphersuite Objects
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These functions are used with the SSL Plus API to provide support for specific cipher
suites. You can set the cipher suites for your application with
ssl _Set Ci pher Sui t es().

You must install at least one of these objectsin your application. In a client/server
environment, both applications must have at least one of these objects in common.
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SSL_ALG Cl PHER ECDH ECDSA SECT163K1_ W TH RCA
128 SHA SERVERSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER _ECDH ECDSA_SECT163K1_W TH RC4_128_ SHA SERVE
RSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS ECDH_ECDSA WITH_RC4 128 SHA, using the curve sect163k1, on the
server side of the protocol.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER ECDH ECDSA SECT163K1_ W TH RC4
128 SHA CLI ENTSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_ECDH ECDSA SECT163K1_W TH RC4_128 SHA CLI EN
TSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS ECDH_ECDSA WITH_RC4 128 SHA, using the curve sect163k1, on the
client side of the protocaol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER ECDH ECDSA SECT163K1 NULL_SHA
_ SERVERSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER _ECDH ECDSA_SECT163K1_NULL_SHA SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS ECDH_ECDSA NULL_SHA, using the curve sect163k1, on the server side of
the protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER ECDH ECDSA SECT163K1_ NULL_SHA
_CLI ENTSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_ECDH ECDSA_SECT163K1_NULL_SHA CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS ECDH_ECDSA NULL_SHA, using the curve sect163k1, on the client side of
the protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH RC4_ 128 MD5_SERVERSI

DE()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_RC4_128_MD5_SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 MD?5 on server side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH RC4 128 MD5_CLI ENTSI

DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_RC4_128_MD5_CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 MD5 on client side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH RC4 128 SHA SERVERSI

DE()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_RC4_128_ SHA SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 SHA on server side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH RC4 128 SHA CLI ENTSI

DE()

Description

Parameters

Return Values

156

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_RC4_128_ SHA CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 SHA on client side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_AES 128 CBC SHA SERV
ERSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_ RSA W TH_AES 128 CBC_SHA_ SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_ WITH_AES 128 CBC_SHA on server side.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_AES 128 CBC SHA CLIE

NTSI DE( )

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER RSA W TH_AES 128 CBC_SHA CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_WITH_AES 128 CBC_SHA onclient side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_AES 256 CBC SHA SERV
ERSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER RSA W TH_AES 256_CBC_SHA SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_ WITH_AES 256 CBC_SHA on server side.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .

SSL Plus Programmer’s Reference 159



SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER RSA W TH_AES 256 _CBC SHA CLI E

NTSI DE( )

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER RSA W TH_AES 256_CBC_SHA_CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_WITH_AES 256 CBC_SHA onclient side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH 3DES EDE_CBC SHA SER

VERSI DE( )

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_3DES_EDE_CBC_SHA SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_WITH_3DES EDE_CBC_SHA on server side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH 3DES EDE_CBC SHA CLI

ENTSI DE()

Description

Parameters

Return Values

162

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_3DES_EDE_CBC_SHA CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_WITH_3DES EDE_CBC_SHA on client side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA EXPORT W TH RC4 40 MD5_SE
RVERSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA EXPORT_W TH_RC4_40_NMD5_SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_EXPORT WITH_RC4 40 MDS5 on server side.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .

SSL Plus Programmer’s Reference 163



SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER RSA EXPORT W TH RC4 40 MD5 CL
| ENTSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA EXPORT_W TH_RC4_40_NMD5_CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_EXPORT_WITH_RC4 40 MDS5 on client side.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA EXPORT W TH DES40 CBC SHA
_ SERVERSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER _RSA EXPORT_W TH_DES40_CBC_SHA SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_EXPORT WITH_DES40 CBC_SHA on server side.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA EXPORT W TH DES40 CBC SHA
_CLI ENTSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA EXPORT_W TH_DES40_CBC_SHA CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_EXPORT_WITH_DES40 CBC_SHA onclient side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_DES_CBC SHA SERVERSI

DE()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_DES_CBC_SHA SERVERSI DE(

ssl _G obal Cont ext * gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_DES CBC_SHA on server side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_DES_CBC SHA CLI ENTSI

DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_DES_CBC_SHA CLI ENTSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_DES CBC _SHA onclient side.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS EXPORT W TH DES40 CBC
_SHA_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_DSS EXPORT_W TH_DES40_CBC_SHA CLI ENTSI D
E(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS EXPORT WITH_DES40 CBC_SHA, on the client side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS EXPORT W TH DES40 CBC
_SHA SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_DSS EXPORT_W TH_DES40_CBC_SHA SERVERSI D
E(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS EXPORT WITH_DES40 CBC_SHA, on the server side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS W TH DES CBC SHA CLIE
NTSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_DSS W TH _DES CBC_SHA_CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS WITH_DES CBC_SHA, on the client side of the protocal.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS W TH DES CBC SHA SERV

ERSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_DSS W TH _DES CBC_SHA SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS WITH_DES CBC_SHA, on the server side of the protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS W TH 3DES_EDE CBC_SHA
_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_DSS W TH _3DES_EDE_CBC_SHA CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS WITH_3DES EDE CBC_SHA, on the client side of the protocol.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS W TH 3DES_EDE CBC SHA
_ SERVERSI DE()

Description

Parameters

Return Values

174

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_DSS W TH _3DES_EDE_CBC_SHA SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS WITH_3DES EDE_CBC_SHA, on the server side of the protocal.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE_RSA EXPORT W TH DES40 CBC
_SHA_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_RSA EXPORT_W TH_DES40_CBC_SHA CLI ENTSI D
E(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE RSA EXPORT WITH_DES40 CBC_SHA, on the client side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE_RSA EXPORT W TH DES40 CBC
_SHA SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_RSA EXPORT_W TH_DES40_CBC_SHA SERVERSI D
E(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE RSA EXPORT WITH_DES40 CBC_SHA, on the server side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE RSA W TH DES CBC SHA CLIE
NTSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_RSA W TH _DES CBC_SHA CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE RSA WITH_DES CBC_SHA, on theclient side of the protocol.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE RSA W TH DES CBC SHA SERV

ERSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_RSA W TH _DES CBC_SHA_ SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE RSA WITH_DES CBC_SHA, on the server side of the protocal.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER DHE RSA W TH 3DES_EDE CBC SHA
_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_RSA W TH _3DES_EDE_CBC_SHA CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE RSA WITH_3DES EDE _CBC_SHA, on the client side of the protocol.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE RSA W TH 3DES_EDE CBC SHA
_ SERVERSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_RSA W TH 3DES_EDE_CBC_SHA SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE RSA WITH_3DES EDE CBC_SHA, on the server side of the protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER DH ANON EXPORT W TH DES40 CBC
_SHA_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER _DH_ANON_EXPORT_W TH_DES40_CBC_SHA CLI ENTSI D
E(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon EXPORT _WITH_DES40 CBC_SHA, on the client side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER DH ANON EXPORT W TH DES40 CBC
_SHA SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER _DH_ANON_EXPORT_W TH_DES40_CBC_SHA SERVERSI D
E(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon EXPORT_WITH_DES40 CBC _SHA, on the server side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DH ANON EXPORT W TH RC4 40 ND
5_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER _DH_ANON_EXPORT_W TH_RC4_40_MD5_CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon EXPORT_WITH_RC4 40 MDD5, onthe client side of the protocol.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER DH ANON EXPORT W TH RC4 40 ND
5 _SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER _DH_ANON_EXPORT_W TH_RC4_40_MD5_SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon EXPORT_WITH_RC4 40 MDY5, on the server side of the protocal.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DH ANON W TH RC4 128 MD5 _CLIE
NTSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DH _ANON W TH _RC4_128_ MD5_CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon WITH_RC4 128 MDY5, on the client side of the protocal.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DH ANON W TH RC4 128 MD5_SERV

ERSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DH _ANON W TH_RC4_128_MD5_SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon WITH_RC4 128 MDD5, on the server side of the protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER DH ANON W TH DES CBC SHA CLIE
NTSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DH _ANON_W TH_DES CBC_SHA_CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon WITH_DES CBC_SHA, on the client side of the protocoal.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DH ANON W TH DES CBC SHA SERV

ERSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DH_ANON_W TH_DES CBC_SHA_ SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon WITH_DES CBC_SHA, on the server side of the protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER DH ANON W TH 3DES_EDE CBC SHA
_CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DH ANON_W TH_3DES_EDE_CBC_SHA CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon WITH_3DES EDE CBC_SHA, on the client side of the protocol.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DH ANON W TH 3DES_EDE CBC SHA
_ SERVERSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DH ANON_W TH_3DES_EDE_CBC_SHA SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DH_anon WITH_3DES EDE CBC_SHA, on the server side of the protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER DHE DSS EXPORT1024 W TH DES C
BC SHA CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_DSS EXPORT1024_W TH_DES CBC_SHA CLI ENTS
| DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE_DSS EXPORT1024 WITH_DES CBC_SHA, on the client side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER DHE DSS EXPORT1024 W TH DES C
BC SHA SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_DSS EXPORT1024_W TH_DES CBC_SHA SERVERS
| DE(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE_DSS EXPORT1024 WITH_DES CBC_SHA, on the server side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS EXPORT1024 W TH RC4 5
6_SHA CLI ENTSI DE()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE_DSS EXPORT1024_W TH_RC4_56_SHA CLI ENTSI
DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE_DSS EXPORT1024 WITH_RC4 56 SHA, on the client side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER DHE DSS EXPORT1024 W TH RC4 5
6_SHA SERVERSI DE()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE_DSS EXPORT1024_W TH_RC4_56_SHA SERVERSI
DE(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS EXPORT1024 WITH_RC4 56 SHA, on the server side of the
protocol.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS W TH RC4 128 SHA CLIE
NTSI DE( )

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER DHE _DSS W TH RC4_128_SHA CLI ENTSI DE(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS WITH_RC4 128 SHA, on the client side of the protocol.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER DHE DSS W TH RC4 128 SHA SERV

ERSI DE()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER DHE _DSS W TH _RC4_128_SHA SERVERSI DE(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS DHE DSS WITH_RC4 128 SHA, on the server side of the protocol.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA EXPORT W TH RC4 40 MD5 CL
| ENTSI DE_CS()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER _RSA EXPORT_W TH_RC4_40_MD5_CLI ENTSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA EXPORT WITH_RC4 40 MD5on client side for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER RSA EXPORT W TH RC4 40 MD5_SE
RVERSI DE_CS()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA EXPORT_W TH_RC4_40_MD5_SERVERSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA _EXPORT WITH_RC4 40 MD5 on server side, for Rainbow
Technologies CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER RSA W TH 3DES EDE_CBC SHA CLI
ENTSI DE_CS()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER RSA W TH _3DES_EDE_CBC_SHA CLI ENTSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA_ WITH_3DES EDE _CBC_SHA on client side for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER RSA W TH 3DES EDE_CBC SHA SER
VERSI DE_CS()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER RSA W TH_3DES_EDE_CBC_SHA SERVERSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_3DES EDE _CBC_SHA on server side, for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER RSA W TH_AES 128 CBC SHA CLIE
NTSI DE_CS()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_AES 128 CBC_SHA CLI ENTSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_AES 128 CBC_SHA on client side, for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER RSA W TH_AES 128 CBC_SHA SERV
ERSI DE_CS()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_AES 128 CBC_SHA SERVERSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_AES 128 CBC_SHA on server side, for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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The SSL API SSL Plus API Ciphersuite Objects

SSL_ALG Cl PHER RSA W TH_AES 256 _CBC SHA CLI E
NTSI DE_CS()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_AES 256_CBC_SHA CLI ENTSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_AES 256 CBC_SHA on client side, for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER RSA W TH_AES 256 CBC_SHA SERV
ERSI DE_CS()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_AES 256_CBC_SHA SERVERSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_AES 256 CBC_SHA on server side, for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH RC4 128 MD5_CLI ENTSI

DE_CS()

Description

Parameters

Return Values

The SSL API SSL Plus API Ciphersuite Objects

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER RSA W TH _RC4_128_NMD5_CLI ENTSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 MD5 on client side, for Rainbow Technologies
CryptoSwift.

gl obal Ct x
[ Input/Output ] A pointer to the SSL Global Context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Ciphersuite Objects The SSL API

SSL_ALG Cl PHER RSA W TH RC4 128 MD5_ SERVERSI
DE_CS()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER RSA W TH_RC4_128_NMD5_SERVERSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 MD5 on server side, for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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DE_CS()

Description

Parameters

Return Values

The SSL API SSL Plus API Ciphersuite Objects

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER RSA W TH _RC4_128_SHA CLI ENTSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 SHA on client side, for Rainbow Technologies
CryptoSwift.

gl obal Ct x
[ Input/Output ] A pointer to the SSL Global Context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_RC4 128 SHA SERVERSI
DE_CS()

extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_ RSA W TH_RC4_128_SHA SERVERSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_RC4 128 SHA on server side, for Rainbow Technologies
CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] A pointer to the SSL Global Context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR_SSL_BAD SI DE

This protocol side of thismode is different than the side selected with a
previous mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA EXPORT W TH DES40 CBC SHA
_ SERVERSI DE_CS()

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER _RSA EXPORT_W TH_DES40_CBC_SHA SERVERSI DE_CS
(

ssl _G obal Cont ext * gl obal Ct x

Description ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA EXPORT WITH_DES40 CBC_SHA on server side for Rainbow
Technologies CryptoSwift.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA EXPORT W TH DES40 CBC SHA
_CLI ENTSI DE_CS()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER _RSA EXPORT_W TH_DES40_CBC_SHA CLI ENTSI DE_CS
(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA EXPORT WITH_DES40 CBC_SHA on client side for Rainbow
Technologies CryptoSwift.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_DES_CBC SHA SERVERSI

DE_CS()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_DES_CBC_SHA SERVERSI DE_CS(

ssl _G obal Cont ext * gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_DES CBC_SHA on server side for Rainbow Technologies
CryptoSwift.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Prot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL_ALG Cl PHER RSA W TH_DES_CBC SHA CLI ENTSI

DE_CS()

Description

Parameters

Return Values
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extern Cl C_ EXPORT cic_Err Cl C_CALLCONV
SSL_ALG Cl PHER_RSA W TH_DES_CBC_SHA CLI ENTSI DE_CS(

ssl _d obal Cont ext* gl obal Ct x

ssl _Ci pher Sui t e object which provides support for the ciphersuite
TLS RSA WITH_DES CBC_SHA onclient side for Rainbow Technologies
CryptoSwift.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_SSL_BAD SI DE

The protocol side of thismodeis different from that selected with a previous
mode or with ssl _Set Pr ot ocol () , or with
ssl _Set d i ent Aut hivbdes() .
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SSL Plus API Private Key Decryption Suite
Objects

These functions are used with the SSL Plus API to provide support for specific private
key decryption suites. You can set the decryption suite for your application with
ssl _CreateCertlList().

When setting up alocal identity at least one of these suites must be installed.
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SSL_ALG PRV_KEY DECRYPT NULL

extern Cl C_EXPORT cic_Err CI C_CALLCONV SSL_ALG PRV_KEY_DECRYPT_NULL(
ssl _d obal Cont ext* gl obal Ct x,
const ssl_Encodi ng prvKeyEncodi ng,
struct CTR Buffer* encryptedPrvKeyl nfo,
struct CTR_Buffer* password,
struct PKC _Cbject** prvKey );

Description A private key decryption suite which supports decrypting PKCS #8 ( version 1.2)
encoded private keys which have been not been encrypted.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

prvKeyEncodi ng
[ Input ] The encoding object to decode the private key info.

encrypt edPr vKeyl nfo
[ Input ] Pointer to the encrypted private key info.

passwor d

[ Input ] The password.

prvKey
[ Output ] Pointer to return the private key object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PRV _KEY DECRYPT PBE MD5 DES

extern Cl C_EXPORT cic_Err CI C_CALLCONV
SSL_ALG PRV_KEY_DECRYPT_PBE_MD5_DES(

ssl _G obal Cont ext* gl obal Ct x,

const ssl _Encodi ng prvKeyEncodi ng,
struct CTR Buffer* encryptedPrvKeyl nfo,
struct CTR Buffer* password,

struct PKC_Object** prvKey );

Description A private key decryption suite which supports decrypting PKCS #8 ( version 1.2)
encoded private keys which have been encrypted with the algorithm PBE_ MD5 DES
from PKCS #5 (version 1.5).

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pr vKeyEncodi ng
[ Input ] The encoding object to decode the private key info.

encrypt edPrvKeyl nf o
[ Input ] Pointer to the encrypted private key info.

password

[ Input ] The password.

pr vKey
[ Output ] Pointer to return the private key object.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL Plus API Certificate Format Objects

These functions are used with the SSL Plus API to provide support for specific
certificate formats.
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SSL_CERT FMTI_X509()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_CERT_FMT_X509(
ssl _G obal Cont ext* gl obal Ct x,
ssl _Cert For mat Cbj * f or mat

Description ssl _Cert For mat object which installsin the global context a feature to support
X509 certificates and returns an internal format object which refernces this feature.
This object supports both RSA and ECC certificates.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

f or mat
[ Output ] Pointer to return format.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_CERT FMTI_X509 RSA()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_CERT_FMI_X509_RSA(
ssl _d obal Cont ext* gl obal Ct x,
ssl _Cert Format Cbj * f or mat

Description ssl _Cert For mat object which installsin the global context a feature to support
X509 certificates and returns an internal format object which refernces this feature.
This object supports only RSA.

Parameters gl obal Ct x

[ Input/Output ] Pointer to the SSL global context.

f or mat
[ Output ] Pointer to return format.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_CERT FMI_X509 ECC()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_CERT_FMT_X509_ECC(
ssl _G obal Cont ext* gl obal Ct x,
ssl _Cert For mat Cbj * f or mat

Description ssl _Cert For mat object which installsin the global context a feature to support
X509 certificates and returns an internal format object which refernces this feature.
This object supports only ECC certificates.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

f or mat
[ Output ] Pointer to return format.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_CERT FMTI_X509 DSS()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_CERT_FMI_X509_DSS(
ssl _d obal Cont ext* gl obal Ct x,
ssl _Cert Format Cbj * f or mat

Description ssl _Cert For mat object which installsin the global context a feature to support
X509 certificates and returns an internal format object which refernces this feature.
This object supports only DSS certificates.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

f or mat
[ Output ] Pointer to return format.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL Plus API Key and Certificate Decoding
Objects

These functions are used with the SSL Plus API to provide support for decoding
certificates and keys. Both client and server applications must install at least one of
these objects.
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SSL_ENC_PEM)

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ENC_PEM
ssl _d obal Cont ext* gl obal Ct x,

ssl _Encodi ngbj * encodi ng

Description ssl _Encodi ng object which allocates and initializes an encoding structure to
support PEM base64 encoding.

Parameters gl obal Ct x
[ Input ] A pointer to the global context.

encodi ng

[ Output ] Pointer to return the encoding.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ENC_DER()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ENC_DER(
ssl _G obal Cont ext* gl obal Ct x,

ssl _Encodi ngObj * encodi ng

Description ssl _Encodi ng object which dlocates and initializes an encoding structure to
support DER encoding.

Parameters gl obal Ct x
[ Input ] A pointer to the global context.

encodi ng

[ Output ] Pointer to return the encoding.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL Plus API PKCS #12 Certificate and Private
Key Decryption Suite Objects

These functions are used with the SSL Plus API to provide support for specific
algorithms necessary to parse and decrypt a PKCS #12 PFX. You can set the
decryption suite ( s) for your application with ssl _AddPkcs12Pf x().

When setting up alocal identity with a PKCS #12 PFX, at |east one of these suites
must be installed. Multiple algorithms may be required depending on how the PFX
was constructed.
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SSL_ALG PKCS12 PBE SHA RC4 128()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHA RC4_128(
ssl _G obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gObj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using 128-bit RC4 with SHAL. ie.
pbeWithSHAAnd128BitRC4 from the PKCS #12 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE SHA RC4 40()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHA RC4_40(
ssl _d obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gbj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using 40-bit RC4 with SHAL. ie.
pbeWithSHA And40BitRC4 from the PKCS #12 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE SHA 3DES()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHA 3DES(
ssl _G obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gObj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using 128-bit Triple DES with SHAL. ie.
pbeWithSHAANd3-KeyTripleDES-CBC from the PKCS #12 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE SHA 2KEY 3DES()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHA 2KEY_3DES(
ssl _d obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gbj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using 2 Key Triple DES with SHAL. ie.
pbeWithSHAANd2-K ey TripleDES-CBC from the PKCS #12 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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Decryption Suite Objects

SSL_ALG PKCS12 PBE SHA RC2 128()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHA RC2_128(
ssl _G obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gObj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using 128-bit RC2 with SHAL. ie.
pbeWithSHAANd128BitRC2-CBC from the PKCS #12 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE SHA RC2_40()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHA RC2_40(
ssl _d obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gbj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using 40-bit RC2 with SHAL. ie.
pbewithSHAAnd40BitRC2-CBC from the PKCS #12 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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Decryption Suite Objects

SSL_ALG PKCS12 PBE MD2 DES()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_MD2_DES(
ssl _G obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gObj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using DES with MD2. ie.
pbeWithM D2AndDES-CBC from the PKCS #5 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE MD2 RC2()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_MD2_RC2(
ssl _d obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gbj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using RC2 with MD?2. ie.
pbeWithM D2AndRC2-CBC from the PKCS #5 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE MD5 DES()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_MD5_DES(
ssl _G obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gObj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using DES with MD5. ie.
pbeWithM D5ANdDES-CBC from the PKCS #5 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE MD5_RC2()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_MD5_RC2(
ssl _d obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gbj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using RC2 with MD5. ie.
pbeWithM D5ANdRC2-CBC from the PKCS #5 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE SHAl DES()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHAl_DES(
ssl _G obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gObj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using DES with SHAL. ie.
pbeWithSHA1ANdDES-CBC from the PKCS #5 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL_ALG PKCS12 PBE SHA1 RC2()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG PKCS12_PBE_SHA1_RC2(
ssl _d obal Cont ext* gl obal Ct x,
ssl _P12Al gObj * al gbj

Description A PKCS #12 certificate and private key decryption suite which supports decrypting
private keys or certificates encrypted using RC2 with SHAL. ie.
pbeWithSHA1ANdRC2-CBC from the PKCS #5 specification.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

al gObj
[ Input/Output ] Pointer to the algorithm object.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.
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SSL Plus APl RNG Objects

These objects provide support for generating pseudo - random data.
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SSL_ALG ANSI PRNG( )

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_ALG _ANSI PRNGZ
ssl _d obal Cont ext* gl obal Ct x

Description A pseudo-random number generator provider which usesthe ANSI RNG feature from
Security Builder.
Notes:

Parameters gl obal Ct x

[ Input ] Pointer to the global context.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.
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SSL Plus API Policy Objects

These functions define the PKI policies that govern how the certificate format objects
are used. At least one of the policy objectsisinstalled by each protocol object, but this
behaviour can be overriden. Usessl _Set Pol i cy() to override the default policy
for aprotocal.
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SSL_PKI _POLI CY _SSLV2()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_PKI _POLI CY_SSLV2(
ssl _d obal Cont ext* gl obal Ct x,

ssl _Protocol Versi on protocol Version

Description ssl _PKI Pol i cyQbj ect object which enforcesthe default PKI policy required by
SSL 2. This policy includes only the policy requirementsfor SSL 2. 0

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pr ot ocol Ver si on

[ Input ] Protocol version which will use this policy.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR | LLEGAL_PARAM

Aninvalid protocol version, such as
SSL_Pr ot ocol Ver si on_Undet er mi ned was specified.
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SSL_PKI _POLI CY_SSLV3()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_PKI _POLI CY_SSLV3(
ssl _G obal Cont ext* gl obal Ct x,

ssl _Protocol Versi on protocol Version

Description ssl _PKI Pol i cyObj ect object which enforcesthe default PKI policy required by
SSL 3. This policy includes only the policy requirementsfor SSL 3. 0.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pr ot ocol Ver si on

[ Input ] Protocol version which will use this policy.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_MEMORY
Error alocating memory.

Cl C_ERR_| LLEGAL_PARAM

Aninvalid protocol version, such as
SSL_Prot ocol Versi on_Undet er m ned was specified.
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SSL_PKI _POLI CY _TLSV1()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_PKI _POLI CY_TLSV1(
ssl _d obal Cont ext* gl obal Ct x,

ssl _Protocol Versi on protocol Version

Description ssl _PKI Pol i cyQbj ect object which enforcesthe default PKI policy required by
RFC2246. This policy includes only the policy requirementsfor TLS 1. O.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pr ot ocol Ver si on

[ Input ] Protocol version which will use this policy.

Return Values Cl C_ERR_NONE
Success.
Cl C_ERR_MEMORY
Error allocating memory.
Cl C_ERR_| LLEGAL_PARAM

Aninvalid protocol version, such as
SSL_Pr ot ocol Ver si on_Undet er mi ned was specified.
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SSL_PKI _POLI CY WAPV2()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_PKI _POLI CY_WAPV2(
ssl _G obal Cont ext* gl obal Ct x,

ssl _Protocol Versi on protocol Version

Description ssl _PKI Pol i cyObj ect object which enforces the default PK1 required by WAP
2. 0. This policy includes the policy requirementsfor TLS 1. 0 and WAP 2. 0.

Parameters gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pr ot ocol Ver si on

[ Input ] Protocol version which will use this policy.

Return Values Cl C_ERR _NONE
Success.
Cl C_ERR_MEMORY
Error allocating memory.
Cl C_ERR_| LLEGAL_PARAM

Aninvalid protocol version, such as
SSL_Prot ocol Ver si on_Undet er mi ned was specified.
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SSL_PKI _POLI CY_M DPV2()

Description

Parameters

Return Values

244

extern Cl C_EXPORT cic_Err Cl C_CALLCONV SSL_PKI _POLI CY_M DPV2(
ssl _d obal Cont ext* gl obal Ct x,

ssl _Protocol Versi on protocol Version

ssl _PKI Pol i cyCbj ect object which enforcesthe default PKI required by MIDP
V2.0. Thispolicy includes the policy requirements for MIDP V2.0.

Note:

The key usage is prepared according to the MIDP v2.0(JSR-118) profile.

The profile states:

The MIDP V2.0 Profile (Draft 7) follows the WAPCert policy with the inclusion

of the following points:

-- Excluding Section 6.2, (WAP Cert) User Certificates for Authentication.
-- Excluding Section 6.3, (WAP Cert) User Certificates for Digital Signature.

-- Exclude (rfc2459) the requirements from Paragraphs 4 of Section 4.2 - Standard
Certificate Extensions. A conforming implementation of this specification does not
need to recognize extensions that must or may be critical including certificate policies,
name constraints and policy constraints.

-- Exclude rfc2459 Section 6.2 Extending Path Validation Support for Policy
Certificate Authority or a policy attributesis not required.

Certificate processing for OTA also states that the key usage extension MUST be
recognized if present. This conflicts with the third point above. We therefore
recognize the key usage extension, but we do not recognize the other extensions listed
in Section 4.2 paragraph 2 of rfc2459 such as the basic constraints extension.

gl obal Ct x
[ Input/Output ] Pointer to the SSL global context.

pr ot ocol Ver si on

[ Input ] Protocol version which will use this policy.

Cl C_ERR_NONE
Success.
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Cl C_ERR_MEMORY
Error allocating memory.

Cl C_ERR | LLEGAL_PARAM

Aninvalid protocol version, such as
SSL_Prot ocol Ver si on_Undet er mi ned was specified.
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Mandatory Callbacks

This section details the memory, system and |/O callbacks that are mandatory for
using SSL Plus. These functions are called by the SSL Pluslibrary.

Some callbacks are provided in source form for various platforms. You may need
to adjust these default implementations to suit your particular needs.
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cic_Mal | ocFunc

typedef void* (Cl C_CALLCONV *ci c_Mall ocFunc ) (
cic_Uint32 size,
void * nmenRef

)
Description Template for the callback function which the library usesto allocate memory.

Parameters si ze
[Input] Number of bytesto allocate.

nmenRef
[Input] User reference parameter.

Return Values Pointer to allocated memory
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ci c_FreeFunc

typedef void (Cl C_CALLCONV *cic_FreeFunc ) (
voi d *Dbl ock,

void * nmenRef

)
Description Template for the callback function which the library uses to free memory.

Parameters bl ock
[Input/Output] Pointer to the block to be freed.

menRef
[Input] User reference parameter.

Return Values None
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ci c_Menset Func

typedef void (ClC_CALLCONV *cic_Menset Func ) (
voi d *bl ock,
cic_Uint8 val ue,
cic_Uint32 length

)
Description Templatefor the callback function which the library usesto initialize memory.
Parameters bl ock
[Input/Output] Block toinitialize.
val ue
[Input] Value with which to initialize the block.
| ength
[Input] Number of bytestoinitialize.
Return Values None
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ci c_MentpyFunc

typedef void (Cl C_CALLCONV *ci c_MenctpyFunc ) (
voi d *dest,
const void *src,
cic_Uint32 length

)
Description Template for the callback function which the library usesto copy memory.

Parameters dest
[Output] Destination block.

Src
[Input] Source block.
| engt h
[Input] Number of bytesto copy.
Return Values None
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ci c_MenctnpFunc

typedef cic_lnt32(
Cl C_CALLCONV* ci c_MentnpFunc ) (
const void* a,
const void* b,
cic_Unt32 length );

Description Template for the callback function which the library uses to compare memory.

Parameters a
[ Output ] First memory address.

[ Input ] Second memory address.

| ength
[ Input ] Number of bytes to compare.

Return Values Oifa==
lessthan 0 ifa<b

greater than 0 ifa>b
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ci c_Ti meFunc

typedef cic_Uint32(
Cl C_CALLCONV* ci c_Ti nmeFunc )(

void );
Description Template for the callback function which the library usesto get the time.
Return Values The number of seconds elapsed since 1/ 1/ 1970.
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ssl _Cal | backs

typedef struct ssl_Call backs {
ci c_Mal | ocFunc pmal | oc;
cic_FreeFunc pfree;
ci c_Menset Func pnenset ;
ci c_MentpyFunc pnencpy;
ci c_MentnpFunc prencnp;
ci c_Ti neFunc pti ne;
voi d* nmenRef ;
ssl _RandonfFunc prandom
voi d* randonRef ;
ssl _Surrender Func psurrender;
voi d* surrender Ref;
} ssl _Cal | backs;

Description Thisstructureispassed to ssl _Cr eat ed obal Cont ext () to set the mandatory
callback functions in the global context.
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ssl _Randonfunc

typedef cic_Err(
Cl C_CALLCONV* ssl _Randonfunc ) (
cic_Buffer* data,

voi d* const randonRef );

Description Template for the callback function that the library usesto generate seeding material for
an SSL connection.

Notes:
This callback generates a seed which is used by SSL Plusto help seed a PRNG.

Parameters data

[ Input/ Output ] Oninput dat a. | engt h indicates the number of seed
bytes to generate. On output dat a. dat a contains the generated random
seed bytesand dat a. | engt h contains the number of seed bytes actually
generated.

r andonRef

[ Input ] Optional user reference parameter.

Return Values Any error codes that your callback function generateswill cause the SSL API function
that called your function to fail.
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ssl | OFunc

Description

Parameters

Return Values

256

typedef cic_Err(
Cl C_CALLCONV* ssl I OFunc ) (
cic_Buffer data,
ci c_U nt 32* processed,
ssl | OState ioState,

voi d* const connRef );

Template for the 1/O callback functions that the library usesto transfer data on an SSL
connection.

Design of the read callback must be as follows:

Return value must be CI C_ERR _NONE if, and only if, the requested number of bytes
has been received. Return value must be Cl C_ ERR WOULD_BLOCK if the requested
number of bytes could not be read. If the network connection closes or thereisa
network error, you should return Cl C_ERR_SSL_| O. However, in the case of an SSL
3.0 connection, if the peer closes the connection without sending a"goodbye kiss',
you should return CI C_ERR_SSL_CONNECTI ON_CLOSED GRACEFUL. This
prevents SSL Plus from treating this condition as an error.

Design of the write callback must be as follows:

Return value must be CI C_ERR_NONE if, and only if, all the bytesin the buffer have
been sent. Return value must be CI C_ ERR WOULD BLOCK if not al of the bytes
could be sent. In this case you should set pr ocessed to the number of bytes that
were actually sent.

dat a
[ Input / output ] Datathat was read (read callback) or datato be written (write
callback).

processed
[ Input / Output ] Buffer to return number of bytes read/written.

i oState
[Input] Set by SSL Plustossl _| OSt at e_Cont ai nsFi ni shed if the
outgoing messageisa TLS "Finished" message. See the chapter on EAPin
the User’s Guide for more information.

connRef

[ Input ] Optional user reference parameter.

Cl C_ERR_NONE
Success.

Cl C_ERR_WOULD_BLOCK
1/O isblocking.
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CIC ERR SSL_1 0O
1/O error.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL
I/Oisclosed, override the goodbye kiss.
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Optional Callbacks

These are the templates for the optional SSL callback functions.
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ssl Al ert Func

Description

Parameters

Return Values

typedef cic_Err(
Cl C_CALLCONV* ssl _AlertFunc ) (
const ssl _ConnectionContext* connCtx,
const ssl _AlertlLevel |evel,
const ssl _Al ert Code code,

voi d* const alertRef );

Template for the callback functions that processes aerts for a SSL connection.

connCt x

[ Input ] A pointer to the SSL context structure.

I evel
[ Input] Alert level.
code
[ Input ] Alert code.
al ert Ref

[ Input ] Optional user reference parameter.

Any error codes that your callback function generates will causethe SSL API
function that called your function to fail.
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ssl _AlertLevel

typedef cic_U ntl1l6 ssl_AlertLevel

Description Definesthe dert level usedinssl _Al ert Func.
Enumeration SSL_Alert Level _Fat al
Fatal aert.

SSL_Al ert Level _Warni ng
Warning alert.
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ssl Al ert Code

Description

Enumeration

typedef cic_Uintl1l6 ssl_Al ertCode

The aert code type.
Note:

Features (including alerts) that are based on internet drafts are subject to change and
should be used with caution.

SSL_Al ert Code_Cl oseNoti fy

This aert notifies the recipient that the sender will not send any more
messages on this connection. The session becomes un-resumable if any
connection is terminated without proper close _notify messages with level
equal to warning. Thisaert existsin SSL 3.0 and TLS 1.0.

SSL_Al ert Code_Unexpect edMessage

An inappropriate message was received. Thisalert isawaysfatal and should
never be observed in communication between proper implementations. This
alert existsin SSL 3.0 and TLS 1.0.

SSL_Al ert Code_BadRecor dVac
Thisaertisreturned if arecord isreceived with an incorrect MAC. This
message is alwaysfatal. Thisalert existsin SSL 3.0and TLS 1.0.

SSL_Al ert Code_DecryptionFail ed

Ciphertext decrypted in an invalid way: either it wasn‘t an even multiple of
the block length or its padding values, when checked, weren'‘t correct. This
message is alwaysfatal. Thisalert existsin TLS 1.0.

SSL_Al ert Code_Recor dOver f | ow

A Ciphertext record was received which had alength more than 214+2048
bytes, or arecord decrypted to a Compressed record with more than 21441024
bytes. This message is aways fatal. Thisalert existsin TLS 1.0.

SSL_Al ert Code_Deconpr essi onFai |l ure

The decompression function received improper input (e.g. data that would
expand to excessive length). This message is awaysfatal. Thisalert existsin
SSL 3.0and TLS 1.0.

SSL_Al ert Code_HandshakeFai | ure

Reception of a handshake failure alert message indicates that the sender was
unable to negotiate an acceptable set of security parameters given the options
available. Thisisafatal error. Thisalert existsin SSL 3.0and TLS 1.0.

SSL_Al ert Code_NoCertificate

This alert may be sent in response to a certification request if no appropriate
certificate isavailable. Thisaert existsin SSL 3.0. Thisalert is shares the
samevaueastheaertcerti fi cat e_unobt ai nabl e.
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SSL_Al ert Code_Certi fi cat eUnobt ai nabl e

This alert is sent by servers who are unable to retrieve a ctrificate chain from
the URL supplied by the client. This message may be fatal. Thisadert exists
in the draft TLS Extensions <draft-ietf-tls-extensions-01.txt> Thisaert is
sharesthe samevalueasthe TLS1 aertno_certifi cate.

SSL_Al ert Code_BadCertificate

A certificate was corrupt, contained signatures that did not verify correctly,
etc. Thisaert existsin SSL 3.0and TLS 1.0.

SSL_Al ert Code_UnsupportedCertificate

A certificate was of an unsupported type. Thisaert existsin SSL 3.0and TLS
1.0.

SSL_Al ert Code_Certificat eRevoked

A certificate was revoked by itssigner. Thisaert existsin SSL 3.0and TLS
1.0.

SSL_Al ert Code_Certificat eExpired

A certificate has expired or is not currently valid. Thisalert existsin SSL 3.0
and TLS1.0.

SSL_Al ert Code_Certi fi cat eUnknown

Some other (unspecified) issue arose in processing the certificate, rendering it
unacceptable. Thisalert existsin SSL 3.0and TLS 1.0.

SSL_Al ert Code_I | | egal Par anet er

A field in the handshake was out of range or inconsistent with other fields.
Thisisalwaysfatal. Thisalert existsin SSL 3.0 and TLS 1.0.

SSL_Al ert Code_UnknownCa

A valid certificate chain or partial chain was received, but the certificate was
not accepted because the CA certificate could not be located or couldn‘t be
matched with a known, trusted CA. This message is always fatal. This alert
existsin TLS 1.0.

SSL_Al ert Code_AccessDeni ed

A valid certificate was received, but when access control was applied, the
sender decided not to proceed with negotiation. This message is always fatal.
Thisdert existsin TLS 1.0.

SSL_Al ert Code_DecodeErr or

A message could not be decoded because some field was out of the specified
range or the length of the message was incorrect. This message is aways
fatal. Thisaert existsin TLS 1.0.

SSL_Al ert Code_Decrypt Error

A handshake cryptographic operation failed, including being unable to
correctly verify a signature, decrypt akey exchange or validate a finished
message. Thisalert existsin TLS 1.0.
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SSL_Al ert Code_ExportRestriction

A negotiation not in compliance with export restrictions was detected; for
example, attempting to transfer a 1024 bit ephemeral RSA key for the
RSA_EXPORT handshake method. This message is always fatal. This aert
existsin TLS 1.0.

SSL_Al ert Code_Prot ocol Ver si on

The protocol version the client has attempted to negotiate is recognized, but
not supported. (For example, old protocol versions might be avoided for
security reasons). This message is alwaysfatal. Thisalert existsin TLS 1.0.

SSL_Al ert Code_I nsufficientSecurity

Returned instead of handshake failure when a negotiation has failed
specifically because the server requires ciphers more secure than those
supported by the client. Thismessage is awaysfatal. Thisalert existsin TLS
1.0.

SSL_Al ert Code_I nternal Error

Aninternal error unrelated to the peer or the correctness of the protocol makes
it impossible to continue (such as amemory allocation failure). This message
isalwaysfatal. Thisalert existsin TLS 1.0.

SSL_Al ert Code_User Cancel ed

This handshake is being canceled for some reason unrelated to a protocol
failure. If the user cancels an operation after the handshake is complete, just
closing the connection by sending a close_notify is more appropriate. This
alert should be followed by aclose_notify. This messageisgeneraly a
warning. Thisalert existsin TLS 1.0.

SSL_Al ert Code_NoRenegot i ati on

Sent by the client in response to a hello request or by the server in response to
aclient hello after initial handshaking. Either of these would normally lead to
renegotiation; when that is not appropriate, the recipient should respond with
this alert; at that point, the original requester can decide whether to proceed
with the connection. One case where this would be appropriate would be
where a server has spawned a process to satisfy arequest; the process might
receive security parameters (key length, authentication, etc.) at startup and it
might be difficult to communicate changes to these parameters after that
point. This message is dwaysawarning. Thisalert existsin TLS 1.0.

SSL_Al ert Code_Unsupport edExt ensi on

This alert is sent by clients that receive an extended server hello containing
an extension that they did not put in the corresponding client hello. Thisalert
isalwaysfatal. Thisalert existsinthe draft TLS Extensions <draft-ietf-tls-
extensions-01.txt>

SSL_Al ert Code_Unr ecogni sedDonmi n

Thisalert is sent by serversthat receive aserver_name extension request, but
do not recognize the server name as belonging to adomain they are
responsible for. Thisalert MAY befatal. Thisaert existsinthe draft TLS
Extensions <draft-ietf-tls-extensions-01.txt>

SSL Plus Programmer’s Reference 263



Optional Callbacks SSL Plus Callbacks

SSL_Al ert Code_BadCertificat eSt at usResponse

Thisalert is sent by clients that receive aninvalid certificate status response.
Thisalert isawaysfatal. Thisalert existsin the draft TLS Extensions <draft-
ietf-tls-extensions-01.txt>
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ssl _CheckCertificat eChai nFunc

Description

Parameters

typedef cic_Err(
Cl C_CALLCONV* ssl _CheckCertificateChai nFunc ) (
const ssl _ConnectionContext* connCtx,
const ssl_Cert* const certChain [ ],
const ssl _Cert* trustedCert,
const ssl_CertWarnings warnings [ ],
const cic_Err extError,

voi d* const cert Chai nRef );

Template for a callback function which the library calls after it has evaluated a
certificate chain. You can indicate how you want to continue by returning an error
code. Return CI C_ERR_NONE if you want to override the validation error and
continue normally, or a non-zero value if you want the library to handle the error
condition. This callback function is called whenever the library receivesa TLS 1.0,
SSL3 or SSL 2 certificate. It isalso called when a

SSL_Al ert Code_NoCerti ficat e alert messageis received during the
handshake. In that case the cer t Chai n parameter is NULL, indicating that no
certificates were received.

Note:

No matter how many things have failed, this function will ALWAY S be called, so that
it is possible to proceed with the handshake even if the certificateisinvalid. It isup to
the user to block the access for suspicious servers by returning a nonzero value.

connCt x

[ Input ] Pointer to the SSL context structure.

certChain

[ Input ] Pointer to an array of certificate structures sent by the remote side
and to be checked and validated by this callback. The last element isNULL.

trust edCert

[ Input ] Pointer to a certificate structure containing the trusted or CA
certificate that was used to verify the certificate chain.

war ni ngs

[ Input ] An array of certificate related warning conditions that were found to
betrue, one per certificatein cer t Chai n. Each element in thisarray is abit-
mask of warnings.

ext Error

Extended error information for internal errors.The library will passa
descriptive error code regarding certificate processing failures that occur
during the handshake process. Often, this information may elaborate on
information passed through the war ni ngs parameter. Any extended error
code passed to the callback will be returned by the last call to
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ssl _Handshake() . If the certificate(s) are regjected by your callback, but
no ext Er r or was inputted to the callback, the error code
Cl C_ERR _SSL_CERT_CHECK_ CALLBACKwill bereturned by thelast call
tossl _Handshake().

cert Chai nRef

[ Input ] Optional user reference parameter.

Return Values This function should return zero if the verification is successful and return a
non-zero value if the function failed or the certificate did not pass verification.

266 SSL Plus Programmer’s Reference



SSL Plus Callbacks Optional Callbacks

ssl _Surrender Func

typedef cic_Err(
Cl C_CALLCONV* ssl _Surrender Func ) (

voi d* const surrenderRef );

Description Template for the callback function that the library calls during lengthy cryptographic
operations.
Parameters sur r ender Ref

[ Input ] Optional user reference parameter.

Return Values Any error codes that your callback function generates will causethe SSL API function
that called your function to fail.
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ssl _Get Sessi onFunc

typedef cic_Err(
Cl C_CALLCONV* ssl _Get Sessi onFunc ) (
const cic_Buffer sessionKey,
cic_Buffer sessionData,

voi d* const sessionRef );
Description Template for the callback function that gets a session record from the session database.

Parameters sessi onkey
[ Input ] (Array) Session key to search for.

sessi onDat a

[ Output ] Buffer to return session data.

sessi onRef

[ Input ] Optional user reference parameter.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_NOT_FOUND
Record not found.
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ssl _AddSessi onFunc

typedef cic_Err(
Cl C_CALLCONV* ssl _AddSessi onFunc ) (
const cic_Buffer sessionKey,
const cic_Buffer sessionData,

voi d* const sessionRef );
Description Template for the callback function that adds a session record to the session database.

Parameters sessi onKey[ ]
[ Input ] Session record key.

sessi onDat a

[ Input ] Session record data.

sessi onRef

[ Input ] Optional user reference parameter.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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ssl _Del et eSessi onFunc

typedef cic_Err(
Cl C_CALLCONV* ssl _Del et eSessi onFunc ) (
const cic_Buffer sessionKey,

voi d* const sessionRef );

Description Template for the callback function that del etes a session record from the session
database.
Parameters sessi onKey[ ]

[ Input ] Session record key.
sessi onRef

[ Input ] Optional user reference parameter.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_SSL_SESSI ON_NOT_FOUND
Record not found.
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ssl _LogFunc

typedef void (Cl C_CALLCONV *ssl _LogFunc) (
const ssl _CB LogType type,
const ssl_CB _LogSubType subType,
const cic_Uint32 datalLen,
const cic_Uint8 * data,

void * const | ogRef

)
Description Template for the callback function called by the SSL library to alow for detailed
debugging.
Note:

Seethessl _CB LogType andssl _CB LogSubType definitions and comments
for more details.

Parameters type
[Input] Thelog message type.
subType
[Input] Thelog message sub-type. Use for finer granul arity.

dat al en

[Input] Length of data.

dat a
[Input] Dataof interest

| ogRef
[Input] User-defined parameter.

Return Values none
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ssl _CB LogType
typedef cic_U ntl1l6 ssl_CB LogType

Description Every log that is passed into the log callback function will have atype as one of the
parameters; it is up to the application to decide what to print; for a production release
thiswould probably be nothing unless a user debug flag is turned on by some means.

Enumeration SSL_RECORD RX_CB_LOG TYPE
Incoming SSL record (encrypted or un-encrypted)

SSL_RECORD TX_CB_LOG TYPE
Outgoing SSL record (encrypted or un-encrypted)

SSL_DEBUG MSG_CB_LOG TYPE
Debugging message
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ssl _CB LogSubType
typedef cic_Uintl6 ssl_CB LogSubType

Description Logs that are passed into the log callback function usually have a sub type.

This sub type value is meant to be used in conjunctionwithssl _CB_LogType. This
allowsfor finer granularity; for example only printing the records that have problems.

Note:

Not every type has a sub-type associated with it. You have to match up the type and
subtype (e.g. SSL_CB LOG _TYPE_RECORD xxx and
SSL_CB _LOG SUB_TYPE_RECORD yyy).

Enumeration SSL_NONE_CB_LOG SUB_TYPE
Encrypted or un-encrypted SSL record

SSL_RECORD_ALERT_CB_LOG SUB_TYPE
Un-encrypted aert message

SSL_RECORD_HANDSHAKE_CB_LOG SUB_TYPE
Un-encrypted handshake message

SSL_RECORD_APPLI CATI ON_CB_LOG SUB_TYPE
Un-encrypted application message
SSL_DEBUG HASH_CB_LOG SUB_TYPE
Debug hash data

SSL_DEBUG PREMASTER CB_LOG SUB_TYPE
Pre-master secret

SSL_DEBUG MASTER CB_LOG SUB_TYPE
M aster secret

SSL_DEBUG KEY_BLOCK_CB_LOG SUB_TYPE
Key block used by encryption keys

SSL_DEBUG CLI ENT_WRI TE_MAC SECRET_CB_LOG SUB_TYPE
Client write MAC secret

SSL_DEBUG SERVER WRI TE_MAC SECRET_CB _LOG SUB TYPE
Server write MAC secret

SSL_DEBUG Cl PHER_CLI ENT_WRI TE_KEY_CB_LOG SUB_TYPE
Client symmetric cipher write key

SSL_DEBUG Cl PHER_SERVER_WRI TE_KEY_CB_LOG SUB_TYPE
Server symmetric cipher write key

SSL_DEBUG Cl PHER_CLI ENT_FI NAL_WRI TE_KEY_CB_LOG SUB_TYPE
Client symmetric cipher final write key
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SSL_DEBUG Cl PHER_SERVER_FI NAL_WRI TE_KEY_CB_LOG SUB_TYPE
Server symmetric cipher final write key

SSL_DEBUG CLI ENT_WRI TE_| V_CB_LOG SUB_TYPE
Client write symmetric cipher iv

SSL_DEBUG SERVER WRI TE_| V_CB_LOG SUB_TYPE
Server write symmetric cipher iv
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Cipher Suite and Protocol Enumerated Types

This section contains the enumerated type definitions for all the supported cipher
suites and protocol versions. These enumerated identifiers are returned by the
ssl _CGet Negot i at edCi pher (),

ssl _CGet Negot i at edPr ot ocol Ver si on() and

ssl _Get Cont ext Pr ot ocol Ver si on() functions.

SSL Plus Programmer’s Reference 275



Cipher Suite and Protocol Enumerated TypesSSL Plus Callbacks

ssl _CipherSuite

Description

276

enum {

TLS_RSA_EXPORT_W TH_RC40_40_MD5 = 0x0003,
TLS_RSA W TH RC4_128 MD5 = 0x0004,

TLS_RSA W TH RCA_128 SHA = 0x0005,
TLS_RSA_EXPORT_W TH_DES40_CBC_SHA = 0x0008,
TLS_RSA W TH _DES_CBC_SHA = 0x0009,

TLS_RSA W TH 3DES_EDE_CBC_SHA = 0x000A,
TLS_DHE_DSS_EXPORT_W TH_DES40_CBC_SHA = 0x0011,
TLS_DHE_DSS_W TH DES _CBC_SHA = 0x0012,
TLS_DHE_DSS_W TH 3DES_EDE_CBC_SHA = 0x0013,
TLS_DHE_RSA EXPORT_W TH DES40_CBC SHA = 0x0014,
TLS_DHE_RSA W TH_DES CBC SHA = 0x0015,

TLS DHE_RSA W TH 3DES_EDE_CBC_SHA = 0x0016,
TLS_DH anon_EXPORT_W TH RC4_40_MD5 = 0x0017,
TLS_DH anon_W TH RC4_128_MD5 = 0x0018,

TLS_DH anon_EXPORT_W TH_DES40_CBC SHA = 0x0019,
TLS_DH anon_W TH_DES _CBC_SHA = 0x001A,

TLS_DH anon_W TH 3DES_EDE_CBC_SHA = 0x001B,
TLS_RSA W TH_AES 128 CBC _SHA = O0x002F,
TLS_RSA W TH_AES 256_CBC_SHA = 0x0035,
TLS_ECDH ECDSA NULL_SHA = 0x0047,

TLS_ECDH ECDSA W TH_RC4_128_SHA = 0x0048,

TLS_DHE_DSS_EXPORT1024_ W TH_DES_CBC_SHA = 0x0063,
TLS_DHE_DSS_EXPORT1024_W TH RCA_56_SHA = 0x0065,

TLS DHE_DSS W TH RCA 128 _SHA = 0x0066

Returned by thessl _Get Negot i at edCi pher () function.
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ssl _Prot ocol Ver si on

enum {
SSL_Pr ot ocol Versi on_Undet ermi ned = 0x0000,
SSL_Pr ot ocol Versi on_SSLV2 = 0x0002,
SSL_Prot ocol Versi on_SSLV3 = 0x0300,
SSL_Protocol Versi on_TLSV1 = 0x0301

Description Returned by thess| _Get Negot i at edPr ot ocol Ver si on() and
ssl _Get Cont ext Pr ot ocol Ver si on() functions.
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SSL Plus Programmer’s Reference

The SSL Plus RAD API allows you to quickly develop secure client or server
network applications by providing all the system and I/O callbacks required by
SSL Plus. SSL Plus RAD isacomplete API that " wraps " the original SSL Plus
API. SSL Plus RAD provides simple functions for all the basic SSL protocol
operations, including initializing the global context, choosing ciphersuites,
performing authentication and performing secure datatransfer. The source code
for the SSL Plus RAD API isalso provided.

279



Rapid Application Development The SSL RAD API

sslrad _Mal |l ocCal | back()

extern Cl C_EXPORT voi d* Cl C_CALLCONV sslrad_Mal | ocCal | back(
cic_U nt32 size,

voi d* nenRef

Description Callback function to allocate memory.

Parameters si ze
[ Input ] Size of memory, in bytes, to allocate.

nmenRef
[ Input ] Memory reference. Not used by the library.

Return Values Pointer to allocated memory. NULL if failure.
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sslrad _FreeCal | back()

extern Cl C_EXPORT void Cl C_CALLCONV sslrad_FreeCall back(
voi d* bl ock,

voi d* menRef

Description Callback function to free memory allocated by thessl rad_Mal | ocCal | back() .

Parameters bl ock
[ Input ] Pointer to the memory to be released.

menRef
[ Input ] Memory reference. Not used by the library.

Return Values None.
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sslrad Menset Cal | back()

extern Cl C_EXPORT void Cl C_CALLCONV sslrad_Menset Cal | back(
voi d* bl ock,
cic_Ui nt8 val ue,
cic_U nt32 length

Description Callback function for setting the specified memory block to a certain value.

Parameters bl ock
[ Input/Output ] Points to the memory to be set.

val ue
[ Input ] Value to which the memory block isto be set.
I ength
[ Input ] Size of the memory block.
Return Values None.
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sslrad _MencpyCal | back()

extern Cl C_EXPORT void ClI C_CALLCONV sslrad_MenctpyCal | back(
voi d* dest,
const void* src,
cic_Uint32 length

Description Callback function to copy contents of memory from one location to another.

Parameters dest
[ Output ] Destination memory address.

Src
[ Input ] Source memory address.
I engt h
[ Input ] Length of datato copy.
Return Values None.
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sslrad _MencnpCal | back()

extern Cl C_EXPORT cic_Int32 ClI C_CALLCONV sslrad_MencnpCal | back(
const void* a,
const void* b,
cic_U nt32 length

Description Callback function to compare the contents of two memory blocks.

Parameters a
[ Input ] First memory address.

[ Input ] Second memory address.

I ength
[ Input ] Length of datato compare.

Return Values Returns O if they are equal, a negative number if aislessthan b, and a positive
number if a is greater than b.
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sslrad _Ti neCal | back()

extern Cl C_EXPORT cic_Ui nt32 Cl C_CALLCONV sslrad_Ti neCal | back(

voi d
)
Description Callback function for acquiring the time.
Return Values Returns a 32-bit vaue indicating the elapsed time in seconds since midnight, January
1, 1970, UTC.
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sslrad_RandontCal | back()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_RandontCal | back(
cic_Buffer* data,

voi d* const randonRef

Description Callback function to generate seeding material.

Parameters dat a

[ Input/Output ] On input, the | engt h field of the dat a structure
indicates the number of seed bytesto generate. On output, the dat a field
contains the generated seed.

r andonRef
[ Input ] Optional user reference parameter. Not used by the library.

Return Values Cl C_ERR _NONE
Success.
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sslrad CheckCertificateChai nCal | back()

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
ssl rad_CheckCerti fi cat eChai nCal | back(

const ssl _ConnectionContext* connCtx,
const ssl_Cert* const certChain [ ],
const ssl_Cert* trustedCert,

const ssl_CertWarnings warnings [ ],
const cic_Err extError,

voi d* const cert Chai nRef

Check certificate chain callback.

connCt x
[ Input ] Pointer to the context structure defining the SSL  connection.

certChain
[ Input ] Pointer to an array of certificate structures sent by the remote side
and to be checked and validated by thiscallback. Thelast element inthe array
isSNULL.

trust edCert

[ Input ] Pointer to a certificate structure containing the trusted or CA
certificate that was used to verify the certificate chain.

war ni ngs
[ Input ] Array of certificate related warning conditions that were found to be
true, one per certificatein cert Chai n . Each element inthisarray isabit-
mask of warnings.

ext Error

[ Input ] Extended error information for internal errors. The library passes a
descriptive error code regarding certificate processing failures that occur
during the handshake process. Often, this information may elaborate on
information passed through the war ni ngs parameter. Any extended error
code passed to the callback will be returned by the last call to

ssl _Handshake() . If the certificate ( s) are rejected by your callback,
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but no ext Error waspassed to the callback, the error code
Cl C_ ERR _SSL_CERT_CHECK CALLBACK will be returned by the last
cal to ssl _Handshake() .

cert Chai nRef
[ Input ] Optional user reference parameter.

Return Values Cl C_ERR_NONE
Always returned.
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sslrad _CreateSessi onDB()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_Creat eSessi onDB(
sslrad_Sessi onDB** sessi onDB

Description Create and initialize session database.

Parameters sessi onDB
[ Output ] Sesion database.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad _DestroySessi onDB()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_DestroySessi onDB(

ssl rad_Sessi onDB** sessi onDB

Description Destroys the session database created with ssl r ad_Cr eat eSessi onDB() .

Parameters sessi onDB
[ Input/Output ] Session database to destroy.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.
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sslrad_Get Sessi onCal | back()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_GCet Sessi onCal | back(
const cic_Buffer sessionKey,
cic_Buffer sessionData,

voi d* const sessi onDB

Description Callback function that gets a session record from the session database.

Notes:

(1) Thisfunction is not thread safe.

Parameters sessi onKey
[ Input ] Session key to search for.

sessi onDat a

[ Input/Output ] Pre-allocated buffer to return session data.

sessi onDB

[ Input ] Pointer to aninitialized ssl rad_Sessi onDB.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR_SSL_SESSI ON_NOT_FOUND
Record not found.
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sslrad_AddSessi onCal | back()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_AddSessi onCal | back(
const cic_Buffer sessionKey,
const cic_Buffer sessionData,

voi d* const sessionDB

Description Callback function that adds a session record to the session database.

Notes:

(1) Thisfunctionis not thread safe.

Parameters sessi onKey
[ Input ] Session key.

sessi onDat a

[ Input ] Session data.

sessi onDB

[ Input ] Pointer to ainitialized sslrad_Sessi onDB.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.
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sslrad_Del et eSessi onCal | back()

Description

Parameters

Return Values

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_Del et eSessi onCal | back(
const cic_Buffer sessionKey,

voi d* const sessi onDB

Callback function that deletes a session record from the session database.

Notes:

(1) Thisfunction is not thread safe.

sessi onKey

[ Input ] Session key.

sessi onDB

[ Input ] Pointer to ainitialized sslrad_Sessi onDB.

Cl C_ERR_NONE
Success.

Cl C_ERR_NO_PTR
NULL pointer was passed.

Cl C_ERR _SSL_SESSI ON_NOT_FOUND
Record not found.
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sslrad_Socket Layerlnit ()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_Socket LayerlInit(

voi d

Description Performs platform specific initialization of the socket 1/0 library. This function must
be called before any other socket operations.

Return Values Cl C_ERR _NONE
Success.

CIC_ERR SSL_I O
Error initializing the I/O Layer
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sslrad_Socket Layer Cl ose()

extern Cl C_EXPORT void Cl C_CALLCONV sslrad_Socket Layer Cl ose(

voi d
)
Description Performs a clean-up of the socket 1/0O layer.
Return Values None.
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ssl rad_Socket Connect ()

Description

Parameters

Return Values

296

extern Cl C_EXPORT sslrad_Socket* Cl C_CALLCONV sslrad_Socket Connect (
const char* server,
cic_Int32 port,
ssl rad_Socket Bl ocki nghMbde bl ocki nghbde,

cic_Buffer* peerlD

Connectsto the specified server.

server

[ Input ] Server to connect to.

port
[ Input ] Port number to try and connect on.

bl ocki ngvbde
[ Input] Setto either SSLRad_NonBl ocki ng_Socket or
SSLRad_BI ocki ng_Socket .

peer| D

[ Input/Output ] Data which uniquely identities the server on the connection.
This parameter ispassed to ssl _Cr eat eConnect i onCont ext for this
connection. You are responsible for freeing memory for this buffer.

NULL if an error occurs; otherwisea ssl rad_Socket .
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ssl rad_Socket Creat eServer ()

extern Cl C_EXPORT sslrad_Socket* Cl C_CALLCONV sslrad_Socket Creat eServer (
cic_Int32 port

Description Creates a server socket.

Parameters port
[ Input ] Port number to listen on.

Return Values NULL if an error occurs; otherwisea ssl rad_Socket .
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sslrad_Socket Accept ()

Description

Parameters

Return Values

298

extern Cl C_EXPORT sslrad_Socket* Cl C_CALLCONV sslrad_Socket Accept (
ssl rad_Socket* server Socket,
ssl rad_Socket Bl ocki ngMode bl ocki nghbde,
cic_Buffer* peerld

Returns the next incoming connection.

server Socket

[ Input ] Server socket.

bl ocki nghvbde

[ Input ] Should be SSLRad_NonBI ocki ng_Socket to configure the
returned socket to non-blocking or SSLRad_Bl ocki ng_Socket .

peerld

[ Input/Output | Peer id. The buffer will be allocated and must be freed by the
caler.

NULL if an error occurs; otherwisereturnsa ssl rad_Socket .
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sslrad_Socket d ose()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_Socket Cl ose(
sslrad_Socket* theSocket

Description Closes a socket.

Parameters t heSocket
[ Input ] Socket to close.

Return Values Cl C_ERR _NONE
Success.

Cl C_ERR_NO_PTR
The t heSocket pointer was NULL.

CIC_ERR SSL_I O
Error closing socket.

SSL Plus Programmer’s Reference 299



Rapid Application Development The SSL RAD API

sslrad_Socket ReadCal | back()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_Socket ReadCal | back(
ci c_Buffer data,
ci c_Ui nt32* processed,
ssl _IOState ioState,

voi d* const connRef

Description I/O callback for reading data from a socket.

Parameters dat a

[ Input/Output ] On input, specifiesthe number of bytesto read. On output,
the buffer to store data that was read.

processed

[ Output ] Number of bytes read.

i oSt ate
[ Input ] Indicates additional state information. Unused.

connRef

[ Input ] Pointerto ssl rad_Socket .

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_WOULD_BLOCK
I/O isblocking.

CIC ERR SSL_I O
1/O error.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL
I/0 is closed, override the goodbye kiss.
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sslrad _Socket WiteCall back()

extern Cl C_EXPORT cic_Err Cl C_CALLCONV sslrad_SocketWiteCall back(
ci c_Buffer data,
ci c_Ui nt32* processed,
ssl _IOState ioState,

voi d* const connRef

Description 1O callback for writing data to a socket.

Parameters dat a
[ Input ] Datato be written.

processed

[ Output ] Number of bytes written.

i oSt ate
[ Input ] Indicates additional state information. Unused.

connRef

[ Input ] Pointer to ssl rad_Socket .

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_WOULD_BLOCK
I/O isblocking.

CIC_ERR SSL_I O
1/O error.

Cl C_ERR_SSL_CONNECTI ON_CLOSED_GRACEFUL
1/0 is closed, override the goodbye kiss.
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sslrad InitializeConpl eteServerd obal Cont ext

()

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_lnitializeConpl eteServerd obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,
sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL servers.
Notes:

The global context will be configured with the following characteristics:

(1) Supports server side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

( 3) Supports RSA ciphersuites.

(4) Supports ECC ciphersuites with the curve sect163k1.

(5) Installs the following ciphersuites ( in order of preference):

TLS ECDH ECDSA W TH RC4 128 SHA

TLS RSA W TH AES 256 CBC SHA TLS RSA W TH _AES 128 CBC_SHA
TLS RSA WTH RC4_ 128 MD5 TLS RSA W TH RC4 128 SHA
TLS_RSA W TH_3DES_EDE_CBC_SHA

TLS_RSA EXPORT_W TH _RC4_40_NMD5 TLS ECDH ECDSA NULL_SHA

( 6) Requests client authentication with the client authenication modes ( in order of
preference). ECDSA fi xed ECDH, ECDSA si gn and RSA sign.

(7) Supportspartial ( SSL_| CSemantics_Parti al | O)1/0 semantics.

(8) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad Menset Cal | back

ssl rad_MentpyCal | back sslrad MencnpCal | back

ssl rad_MenctpyCal | back sslrad_Ti neCal | back
sslrad_RandontCal | back sslrad_Socket ReadCal | back
sslrad_Socket WiteCal |l back
sslrad_CheckCertificateChai nCal | back

(9)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
sslrad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointer isNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.
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sslrad InitializeECCOnl yServer @ obal Cont ext (

)

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeECCOnl yServerd obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,
sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL servers
which support ECC ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports server side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports ECC ciphersuites with the curve sect163Kk1.

(4) Installs the following ciphersuites ( in order of preference):
TLS ECDH ECDSA W TH_RC4_128_ SHA and
TLS ECDH ECDSA NULL_SHA.

(5) Requests client authentication with the client authenication modes (in order of
preference): ECDSA fi xed ECDH and ECDSA si gn .

(6) Supportspartial ( SSL_| CSemanti cs_Parti al | O) /O semantics.

(7) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad_Menset Cal | back
sslrad_MentpyCal | back sslrad_MencnpCal | back

ssl rad_MentpyCal | back sslrad_Ti neCal | back

ssl rad_Randontal | back sslrad_Socket ReadCal | back
ssl rad_Socket Wit eCal |l back
sslrad_CheckCertificat eChai nCal | back

(8)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
ssl rad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointerisNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad InitializeRSAOnhl yServer G obal Cont ext (

)

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeRSAOnl yServer d obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,
sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL servers
which support RSA ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports server side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports RSA ciphersuites.

(4) Installs the following ciphersuites ( in order of preference):

TLS RSA W TH_AES 256_CBC _SHA TLS RSA W TH_AES 128 CBC_SHA
TLS RSA WTH RC4_128 MD5 TLS RSA W TH RC4A_128 SHA

TLS RSA W TH _3DES_EDE_CBC_SHA

TLS RSA EXPORT_W TH_RC4_40_MD5

( 5) Requests client authentication with the client authenication modes ( in order of
preference): RSA_sign

(6) Supportspartial ( SSL_| GSemantics_Parti al | O) /0O semantics.

(7) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad Menset Cal | back

ssl rad_MentpyCal | back sslrad MencnpCal | back

ssl rad_MentpyCal | back sslrad_Ti neCal | back
sslrad_RandontCal | back sslrad_Socket ReadCal | back
sslrad_Socket WiteCal | back
sslrad_CheckCertificateChai nCal | back

(8)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
sslrad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointer isNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.
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sslrad InitializeConpl eteNod i ent Aut hServer G
| obal Cont ext ()

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_lnitializeConpl eteNod ientAut hServer d obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,

sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL servers.

Notes:

The global context will be configured with the following characteristics:
(1) Supports server side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports RSA ciphersuites.

(4) Supports ECC ciphersuites with the curve sect163Kk1.

(5) Installs the following ciphersuites ( in order of preference):

TLS ECDH ECDSA W TH_RC4_128 SHA

TLS RSA W TH_AES_256_CBC_SHA TLS_RSA W TH_AES 128 _CBC_SHA
TLS RSA WTH RC4_128 MD5 TLS RSA W TH RC4_128_ SHA

TLS RSA W TH _3DES_EDE_CBC_SHA

TLS RSA EXPORT_W TH_RC4_40_MD5 TLS ECDH ECDSA NULL_SHA

( 6) Does not request client authentication.
(7) Supports partial ( SSL_| CSemantics_Parti al | O) /0 semantics.

(8) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad Menset Cal | back

ssl rad_MentpyCal | back sslrad MencnpCal | back
sslrad_MentpyCal | back sslrad_Ti neCal | back
sslrad_RandontCal | back sslrad_Socket ReadCal | back
sslrad_Socket WiteCal |l back

ssl rad_CheckCertifi cat eChai nCal | back

(9)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
sslrad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointer isNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.
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sslrad InitializeECCOnl yNod i ent Aut hServerd
obal Cont ext ()

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeECCOnl yNoCl i ent Aut hSer ver d obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,

sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL servers
which support ECC ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports server side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports ECC ciphersuites with the curve sect163Kk1.

(4) Installs the following ciphersuites ( in order of preference):
TLS ECDH ECDSA W TH_RC4_128_ SHA SERVERSI DE and
TLS ECDH ECDSA NULL_SHA.

(5) Does not request client authentication.
(6) Supportspartial ( SSL_| CSemanti cs_Parti al | O) /O semantics.

(7) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad_Menset Cal | back
sslrad_MentpyCal | back sslrad_MencnpCal | back
sslrad_MentpyCal | back sslrad_Ti neCal | back

ssl rad_Randontal | back sslrad_Socket ReadCal | back
ssl rad_Socket Wit eCal |l back

ssl rad_CheckCertifi cat eChai nCal | back

(8)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
ssl rad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointerisNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad InitializeRSAOn yNod i ent Aut hServerd
obal Cont ext ()

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeRSAOnl yNoCl i ent Aut hSer ver d obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,

sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL servers
which support RSA ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports server side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports RSA ciphersuites.

(4) Installs the following ciphersuites ( in order of preference):

TLS RSA W TH_AES 256 _CBC _SHA TLS RSA W TH_AES 128 CBC_SHA
TLS RSA WTH RC4_128 MD5 TLS RSA W TH RC4_128 SHA

TLS RSA W TH _3DES_EDE_CBC_SHA

TLS RSA EXPORT_W TH_RC4_40_MD5

(5) Does not request client authentication.
(6) Supportspartial ( SSL_| CSemanti cs_Parti al | O) /O semantics.

(7) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad_Menset Cal | back

ssl rad_MentpyCal | back sslrad MencnpCal | back

ssl rad_MentpyCal | back sslrad_Ti neCal | back

ssl rad_Randontal | back sslrad_Socket ReadCal | back
sslrad_Socket WiteCal | back
sslrad_CheckCertificat eChai nCal | back

(8)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
ssl rad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointerisNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad InitializeConpl eted ientd obal Cont ext

()

Description

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeConpletedientd obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,

sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL clients.

Notes:

The global context will be configured with the following characteristics:
(1) Supports Client side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports RSA ciphersuites.

(4) Supports ECC ciphersuites with the curve sect163Kk1.

(5) Installs the following ciphersuites ( in order of preference):

TLS ECDH ECDSA W TH_RC4_128 SHA SERVERSI DE

TLS RSA W TH_AES_256_CBC_SHA TLS_RSA W TH_AES 128 CBC_SHA
TLS RSA WTH RC4_128 MD5 TLS RSA W TH RC4_128 SHA

TLS RSA W TH _3DES_EDE_CBC_SHA

TLS RSA EXPORT W TH_RC4_40_MD5 TLS _ECDH ECDSA NULL_SHA

( 6) Supports client authentication with the client authenication modes ( in order of
preference): ECDSA fi xed ECDH, ECDSA si gn and RSA sign

(7) Supportspartial ( SSL_| CSemantics_Parti al | O) /0 semantics.

(8) Installs the following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad Menset Cal | back
sslrad_MentpyCal | back sslrad_MencnpCal | back
sslrad_MentpyCal | back sslrad_Ti neCal | back

ssl rad_RandontCal | back sslrad_Socket ReadCal | back
ssl rad_Socket Wit eCal |l back

ssl rad_CheckCertifi cat eChai nCal | back

(9) If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
sslrad_AddSessi onCal | back sslrad_Del et eSessi onCal | back
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Parameters gl obal Ct x
[ Output ] Pointer to return the global context.

sessi onDB

[ Output ] Pointer to return a session database. If the pointerisNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad InitializeECCOnl yd i ent @ obal Cont ext (

)

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeECCOnl yC i entd obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,
sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parametersfor SSL clients
which support ECC ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports Client side of protocal.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports ECC ciphersuites with the curve sect163Kk1.

(4) Installs the following ciphersuites ( in order of preference):
TLS ECDH ECDSA W TH_RC4_128 SHA, TLS ECDH ECDSA NULL_SHA.

(5) Supports client authentication with the client authenication modes ( in order of
preference): ECDSA fi xed ECDH and ECDSA si gn .

(6) Supportspartial ( SSL_| CSemanti cs_Parti al | O) /O semantics.

(7) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad_Menset Cal | back
sslrad_MentpyCal | back sslrad_MencnpCal | back
sslrad_MentpyCal | back sslrad_Ti neCal | back

ssl rad_Randontal | back sslrad_Socket ReadCal | back
ssl rad_Socket Wit eCal |l back

ssl rad_CheckCertifi cat eChai nCal | back

(8)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
ssl rad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointerisNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad InitializeRSAOnl yd i ent G obal Cont ext (

)

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeRSAOnl yC i ent d obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,
sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parametersfor SSL clients
which support RSA ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports Client side of protocal.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports RSA ciphersuites.

(4) Installs the following ciphersuites ( in order of preference):

TLS RSA W TH_AES 256 _CBC _SHA TLS RSA W TH_AES 128 CBC_SHA
TLS RSA WTH RC4_128 MD5 TLS RSA W TH RC4_128 SHA

TLS RSA W TH _3DES_EDE_CBC_SHA

TLS RSA EXPORT_W TH_RC4_40_MD5

('5) Supports client authentication with the client authenication modes ( in order of
preference). RSA sign.

(6) Supportspartial ( SSL_| GSemantics_Parti al | O) /0O semantics.

(7) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad Menset Cal | back

ssl rad_MentpyCal | back sslrad MencnpCal | back

ssl rad_MentpyCal | back sslrad_Ti neCal | back
sslrad_RandontCal | back sslrad_Socket ReadCal | back
sslrad_Socket WiteCal | back
sslrad_CheckCertificateChai nCal | back

(8)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
sslrad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointer isNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error allocating memory.
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sslrad InitializeConpleteNoCientAuthdientG
| obal Cont ext ()

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_lnitializeConpleteNod ientAuthd ientd obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,

sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parameters for SSL clients.

Notes:

The global context will be configured with the following characteristics:
(1) Supports Client side of protocol.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports RSA ciphersuites.

(4) Supports ECC ciphersuites with the curve sect163Kk1.

(5) Installs the following ciphersuites ( in order of preference):

TLS ECDH ECDSA W TH_RC4_128 SHA

TLS RSA W TH_AES_256_CBC_SHA TLS_RSA W TH_AES 128 CBC_SHA
TLS RSA WTH RC4_128 MD5 TLS RSA W TH RC4_128 SHA

TLS RSA W TH _3DES_EDE_CBC_SHA

TLS RSA EXPORT W TH_RC4_40_MD5 TLS _ECDH ECDSA NULL_SHA

(6) Supportspartial ( SSL_| CSemanti cs_Parti al | O) /O semantics.

(7) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad_Menset Cal | back

ssl rad_MentpyCal | back sslrad MencnpCal | back

ssl rad_MentpyCal | back sslrad_Ti neCal | back

ssl rad_Randontal | back sslrad_Socket ReadCal | back
sslrad_Socket WiteCal | back
sslrad_CheckCertificat eChai nCal | back

(8)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
ssl rad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.
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sessi onDB

[ Output ] Pointer to return a session database. If the pointerisNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad InitializeECCOnl yNoC ientAuthdientd
obal Cont ext ()

Description

Parameters

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeECCOnl yNoCl i ent Aut hCl i ent d obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,

sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parametersfor SSL clients
which support ECC ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports Client side of protocal.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports ECC ciphersuites with the curve sect163Kk1.

(4) Installs the following ciphersuites ( in order of preference):
TLS ECDH ECDSA W TH_RC4_128_ SHA and
TLS ECDH ECDSA NULL_SHA.

(5) Supportsthe IO semantics SS._|OSemantics PartiallO .

(6) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad Menset Cal | back

ssl rad_MentpyCal | back sslrad MencnpCal | back
sslrad_MentpyCal | back sslrad_Ti neCal | back
sslrad_Randontal | back sslrad_Socket ReadCal | back
sslrad_Socket WiteCal |l back

ssl rad_CheckCertifi cat eChai nCal | back

(7)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
sslrad_AddSessi onCal | back sslrad_Del et eSessi onCal | back

gl obal Ct x
[ Output ] Pointer to return the global context.

sessi onDB

[ Output ] Pointer to return a session database. If the pointer isNULL, the
global context will not support session resumption.
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Return Values Cl C_ERR_NONE

Success.

Cl C_ERR_NO PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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sslrad InitializeRSAOn yNoC i entAuthdientd
obal Cont ext ()

Description

extern Cl C_EXPORT cic_Err CI C_CALLCONV
sslrad_InitializeRSAOnl yNoCl i ent Aut hCl i ent d obal Cont ext (

ssl _G obal Cont ext ** gl obal Ct x,

sslrad_Sessi onDB** sessi onDB

Creates and configures a SSL global context with default parametersfor SSL clients
which support RSA ciphers only.

Notes:

The global context will be configured with the following characteristics:
(1) Supports Client side of protocal.

(2) Supportsthe TLSV1, SSL V3, and SSL V2 protocols.

(3) Supports RSA ciphersuites.

(4) Installs the following ciphersuites ( in order of preference):
TLS RSA W TH_AES 256_CBC_SHA

TLS RSA_WITH_AES 128 CBC_SHA
TLS RSA_WITH_RC4 128 MD5

TLS RSA WITH_RC4 128 SHA

TLS RSA_WITH_3DES EDE_CBC_SHA

TLS RSA_EXPORT WITH_RC4 40 MD5

(5) Supportsthe 10 semantics SSL._I|0Semantics PartiallO .

(6) Installsthe following callbacks. ssl rad_Mal | ocCal | back
sslrad_FreeCal | back sslrad_Menset Cal | back
sslrad_MentpyCal | back sslrad_MencnpCal | back

ssl rad_MentpyCal | back sslrad_Ti neCal | back

ssl rad_Randontal | back sslrad_Socket ReadCal | back
ssl rad_Socket Wit eCal |l back
sslrad_CheckCertificat eChai nCal | back

(7)If sessi onDB isnon-NULL, then session resumption will be supported and the
following callbacks will beinstalled: ssl rad_Get Sessi onCal | back
ssl rad_AddSessi onCal | back sslrad_Del et eSessi onCal | back
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Parameters gl obal Ct x
[ Output ] Pointer to return the global context.

sessi onDB

[ Output ] Pointer to return a session database. If the pointerisNULL, the
global context will not support session resumption.

Return Values Cl C_ERR_NONE
Success.

Cl C_ERR_NO _PTR
NULL pointer was passed.

Cl C_ERR_MEMORY
Error alocating memory.
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